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Charter

Focus/Purpose

A central problem for grid (or web) services is how to gain confidence that a remote system is performing according to its published description.  In particular, issues of confidentiality and data integrity rely at present on 'best efforts' or weak social trust mechanisms.  These are insufficient for a large class of problems, but emerging trusted platform technologies offer great potential to improve this situation.  

The Trusted Computing (TC) initiative developed by Trusted Computing Group (TCG) takes a distributed-system-wide approach to the provisions of integrity protection of resources. The TC's notion of trust and security can be described as conformed system behaviours of a platform environment such that the conformation can be attested to a remote challenger. Such a notion of integrity protection of resources naturally suits the security requirements for grid computing or science collaboratories.  

As hardware and software support for TC is now becoming quite widely available it is timely to consider how such tools can be used to maximum effect in enhancing trust and security in grid environments.  This Research Group will undertake a number of detailed studies concerning how to develop TC and associated services towards such goals.

Scope

In the short-term, enough TC hardware and drivers are available to achieve valuable results in secure long-term crypto credential storage and management. Even with this trivial offer, there is an obvious need for modifying the GSI key management scheme so that a TC-enabled GSI dosen't need to use proxy certificate. In the currently available TPM commercial tools (eg, HP ProtectTools), a user's private key is in the tamper-resistant TPM and can never be extracted (not even by a system admin). In such a scheme there is no need to use a proxy certificate.   The TC-RG will produce a profile for a proxy-less GSI.

Integrity measurement and attestation are in the TCG Spec 1.2, and the earliest commercial tool would probably be MS Longhorn in 2006, though HP and IBM are also working on Linux-OSs. Requirements from the Grid community would speed up the availability.  As such, TC-RG will collect and document use cases from Grid applications which could either be enhanced through use of TC, or which have sufficiently stringent security requirements that they cannot presently be implemented but might be realised using TC.    

Those requirements will inform the creation of a roadmap document for the use of TC in such  contexts, detailing the high-level design principles to be followed, research problems to be solved, and the manner in which such designs are to be aligned to the OGSA.  

A working group will then be formed to take forward those principles into detailed specifications.

Goals

[as presently envisaged; revisit after charter discussion BoF.]

Deliverable/Milestone 1: BOF – March 2005, Korea.

Deliverable/Milestone 2: Profile for a TC-enabled proxy-less GSI

Deliverable/Milestone 3: Use case/requirements document

Deliverable/Milestone 4: High-level design/roadmap/alignment to OGSA document

Deliverable/Milestone 5: Charter for creation of a working group to deliver detailed standards

Management Issues

The group will meet at each GGF, and may meet face-to-face at other times.  Most of its work will be carried out by email.

[target dates for deliverables? fill in after charter discussion BoF.]

Evidence of commitments to carry out RG tasks

[work of HP; projects running in Oxford; others.  Fill in after charter discussion BoF.]

Pre-existing Document(s) (if any)

· Innovations for the Grid Security from the Trusted Computing,  Wenbo Mao

· [presentation at GGF12 by Dirk Kuhlmann (HP Laboratories Bristol, UK) http://grid.ncsa.uiuc.edu/ggf12-sec-wkshp/panel4/kuhlman.ppt]
· Opportunities for using Trusted Computing Platforms with Grid Services, Andrew Martin, October 2004

Any other relevant information

The Trusted Computing Group (TCG) is the standards body for TC.  The research group will maintain contact with the relevant technical committee(s) of the TCG.  

