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1. OVERVIEW
This document serves as a profile for secure communication between Web service grid endpoints.  More specifically, this profile (hereafter PGI_COMM) is concerned with the security mechanisms that affect the wire and message format of simple “request” and “request-response” SOAP message patterns.  The intent of this document is to profile these mechanisms in order to improve their interoperability characteristics, providing clarifications and constraints where necessary.

The PGI_COMM profile addresses this agenda by defining different conformance targets in order to suit disparate security paradigms. It is the intent that implementations will adhere to one or more “supplemental” conformance targets, which themselves inherit a set of “foundational” requirements.

Foundational: Conveying identity for authentication.
· SOAP over HTTPS (PGI_HTTPS).  SOAP-over-HTTP communication using a SSL/TLS transport protocol in which endpoints are mutually authenticated by X.509 end-entity public key certificates (PKCs). 
Supplemental: Conveying authorization attributes describing aspects of virtual organization membership.
· X.509 proxy + attribute certificates (PGI_TLS_PROXY).  X.509 proxy certificates exchanged at the SSL/TLS level, demonstrating ownership of any X.509 attribute certificates embedded within.  This conformance target derives foundational requirements from PGI_HTTPS.
· SAML attribute assertions (PG_SOAP_SAML).  Demonstrating ownership of SAML attributes exchanged within the SOAP message header.  This conformance target derives foundational requirements from PGI_HTTPS.
In order to facilitate the discovery of endpoint security requirements, this document also provides guidance for conveying aspects of PGI_COMM profile conformance within WS-Addressing endpoint references (EPRs).  A secure EPR for a given resource that references this profile allows clients to, without prior knowledge of that particular resource, determine the location and security actions necessary to communicate with that resource
Conventions

1.1. Notational Conventions 

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC-2119 [RFC2119].

1.2. Namespaces Used

	Prefix
	Namespace
	Specification(s)

	wsa
	http://www.w3.org/2005/08/addressing
	[WS-Addressing]

	wsp
	http://schemas.xmlsoap.org/ws/2004/09/policy
	[WS-Policy], 

[WS-PolicyAttachment]

	saml
	urn:oasis:names:tc:SAML:2.0:assertion
	[SAML 2.0]

	pgi-comm
	http://www.ogf.org/pgi/2009/03/pgi-comm
	This Document


2. Scope

This document DOES NOT intend to describe the following:

· Mechanisms for token acquisition, token exchange, key distribution, etc.  The manner in which security credentials (including proxy certificates for delegation) are acquired for use within the protocols discussed is considered out-of-scope.  The consideration given to VOMS-style credentials within this document does not mandate the deployment of actual VOMS management services.

· Mechanisms by which roots-of-trust are brokered amongst communicating parties.  The establishment of trust relationships amongst virtual organization participants is a prerequisite for multi-domain authentication and authorization schemes.  Such trust configuration is considered out-of-scope.

· Mechanisms for distributing endpoint metadata.  While this profile does concern itself with the description of such endpoint information (i.e., EPRs), how this information is disseminated (e.g., via directory services) is out-of-scope.

· Mechanisms for authorization.  Although this document implicitly describes a “push” model of credentialing, the decision-making process in which actions conveyed by a higher-level application protocol are authorized is considered out-of-scope.  This profile does not preclude other schemes to facilitate authorization, including the “agent” and “pull” models.

3. Relevant Technologies
This document incorporates the specifications and requirements for the following technologies:

· X.509 End Entity Certificates [X.509].  X.509 specifies, amongst other things, standard formats for public key certificates (PKCs), certificate revocation lists (CRLs), attribute certificates (ACs), and a certification path validation algorithm.  An X.509 end-entity PKC is a document binding an identity with a public key, and is cryptographically signed by a trusted certificate authority. 
· X.509 Proxy Certificates [X.509 Proxy].  Proxy certificates (PCs) are X.509 certificates that are derived from and signed by a normal PKC (or by another PC) for the purpose of providing restrictable delegation.  PCs differ from normal PKCs in several notable respects: they contain an extra CN name element, a new extension denoting proxy restrictions, and require a slightly different path validation algorithm.
· X.509 "VOMS Certificates" [X.509 VOMS].  The Virtual Organization Management Service (VOMS) is a widely-used system for managing hierarchies of groups within a virtual organization.  VOMS also provides a notion of roles within a particular group.  VOMS conveys this information in the form of X.509 Attribute Certificates (ACs).  The VOMS architecture defines a restricted format of the general X.509 AC in order to achieve better syntactic and semantic interoperability.  Additionally, VOMS specifies the manner in which such VOMS ACs can be embedded within X.509 PKCs and PCs, allowing them to be conveyed in a “push” style model during SSL/TLS protocol handshake.  Hereafter, such AC-laden X.509 certificates are termed “VOMS Certificates” (VCs).
· SAML Signed Attributes [SAML 2.0].  SAML is an XML-based standard for exchanging authentication and authorization data at the SOAP message-level.  Its usage within the context of the PGI_VO_SAML profile is to convey statements regarding an entity’s membership within a virtual organization (VO).

· SOAP over HTTPS [TLS, SOAP, HTTP-TLS, WS-I BP].  SOAP is a protocol specification for exchanging structured information in the implementation of Web services. SOAP usually relies on the HTTP protocol for RPC-style message negotiation and transmission.  In HTTPS form, SSL/TLS is used as a transport-layer protocol in order to provide authentication and security guarantees for information integrity and confidentiality.  The WS-I Basic Profile (WS-I BP) provides guidance for using SOAP over HTTP(S).
· Web Services Security [WS-Security, WS-I BSP].  The Web Services Security (WS-S) family of specifications describes general mechanism for associating security tokens with SOAP messages and defines profiles for encoding popular token types (e.g., X.509, Kerberos, SAML, UsernameToken, etc.).  WS-S also specifies XML-Encryption and XML Digital Signature for message-level cryptography.  The WS-I Basic Security Profile (WS-I BSP) provides guidance on the use of WS-S and its associated security token formats to resolve nuances and ambiguities.  The WS-I BSP is also relevant to this document in that it profiles the use of SSL/TLS in a Web services environment, providing guidance on versioning and ciphersuites.
· Secure Endpoint References [WS-Addressing, SecAddressing, WS-SecPolicy].  The WS-Addressing specification describes the endpoint reference (EPR) document, an XML-based data structure for conveying the endpoint information regarding a Web service resource.  The Secure Addressing profile describes the manner in which WS-SecurityPolicy policy documents (or references to them) can be bound to such EPRs.  These policies are used to discover interoperability by conveying the secure communication requirements for a given endpoint (e.g., required token types, security actions, protocols, etc.).
4. SOAP over HTTPS (PGI_HTTPS)

This section describes the PGI_HTTPS conformance target, a profile of SOAP-over-HTTP communication using a SSL/TLS transport protocol in which endpoints are mutually authenticated by X.509 end-entity public key certificates (PKCs).

4.1. Requirements & Clarifications

The PGI_COMM profile distinguishes between client and server endpoints as follows: a server endpoint listens for and accepts incoming SSL/TLS connections, while a client endpoint connects to remote server endpoints.

This profile places the following requirements and considerations upon all compliant endpoints:

· Protocol support.  Compliant endpoints MUST support SOAP over HTTPS [WS-I BP, WS-I BSP].
· Mutual authentication.  Compliant endpoints MUST execute a mutually-authenticated SSL/TLS handshake (in which both client and server certificates are exchanged and validated).

· Protocol versioning.  An SSL/TLS “ClientHello” message MUST indicate a maximal supported protocol version no lower than 3.0 (SSL v3.0).  This profile RECOMMENDS that “ClientHello” messages indicate version 3.2 (TLS v1.1).

· Minimal supported ciphersuites.  An SSL/TLS “ClientHello” message MUST indicate a list of supported ciphersuites containing one or more of the following:

· TLS_RSA_WITH_AES_256_CBC_SHA 

· SSL_RSA_WITH_AES_256_CBC_SHA 

This profile RECOMMENDS that “ClientHello” messages also indicate one or more of the following supported ciphersuites as well:

· TLS_RSA_WITH_AES_128_CBC_SHA

· SSL_RSA_WITH_AES_128_CBC_SHA 

4.2. Characteristics

Secure communication in conformance with the PGI_HTTPS conformance target provides the following properties and features:

· Provides mutual authentication.  The SSL/TLS protocol handshake establishes that two communicating networked endpoints are indeed communicating with each other, and not with imposter(s).  The protocol cryptographically demonstrates ownership of each endpoint’s X.509 PKI identity.

· Provides cryptographic integrity and confidentiality.  The SSL/TLS protocol establishes a secure channel between network endpoints that reveals any evidence of message tampering (integrity) and prevents exposure of message data to third-parties while in transit (confidentiality).

4.3. Limitations

Secure communication in conformance with the PGI_HTTPS conformance target has the following inherent limitations:
· Escalation of resource identity granularity.  Many (if not most) WS-based grid resources are hosted within a “container” environment in which multiple Web service endpoints are exposed by a single Web server.  Furthermore, multiple stateful resources may be exposed by a single Web service.  At the SSL/TLS transport level, only the identity of the top-level Web server can be cryptographically authenticated to the client.  This precludes several desirable features, e.g.:

· The ability to assign attributes or roles to specific services or resources

· The ability to migrate a specific service or resource amongst containers while maintaining a single identity for it.

· Single assertion authority.  An inherent drawback of the “push” model in which credentials are presented during SSL/TLS handshake is that exactly one X.509 certificate is used to demonstrate identity, and that certificate can be signed by exactly one certificate authority.  It is therefore impossible to demonstrate ownership of multiple identities (or multiple attributes) that have been asserted by different authorities.  
To help remedy this issue, the PGI_HTTPS profile describes the manner in which secure EPRs can present claims indicating the particular VOs within which a given resource resides.  With this information, a client that participates within multiple VOs is empowered to select/acquire an appropriate X.509 certificate (and, if applicable, any accompanying attributes) for use during communication with that resource.

· Unsuitable for multi-hop communication.  The SOAP message protocol can leverage a variety of underlying transport protocols for message delivery other than HTTP(S), including those that involve message-passing-intermediaries (e.g., reliable message protocols such as JMS).  The PGI_HTTPS profile is not suitable when a single SSL/TLS connection cannot span end-to-end between the original message source and final message destination.

5. X.509 proxy + attribute certificates (PGI_TLS_PROXY) 

This section describes the PGI_TLS_PROXY conformance target.  The PGI_TLS_PROXY target profiles the exchange of X.509 proxy certificates (PCs) at the SSL/TLS level, demonstrating the ownership of any X.509 attribute certificates (ACs) embedded within.
These ACs adhere to the VOMS-style restricted format for X.509 attribute certificates, and are embedded within proxy certificates in accordance with the VOMS “AC sequence” certificate extension [VOMS].  The PGI_TLS_PROXY derives foundational requirements from PGI_HTTPS.
5.1. Requirements & Clarifications

This profile places the following requirements and considerations upon all compliant endpoints:
· Proxy certificate chain exchange.  When a proxy certificate is presented during SSL handshake, the presenting endpoint MUST provide the delegation certificate chain down to, and including, the end-entity PKC from which is was ultimately derived from.  (As opposed to simply providing the top-level PC.)

· EPIs as ACTargets.  Attribute certificates MAY contain an ACTarget (attribute certificate target) extension in order to indicate the specific resources where a given AC can be accepted.  The content of the extension SHOULD be a set of [WS-Naming] endpoint identifiers (EPIs).  In the event that EPIs are not available for the selected target resources, fully-qualified domain names SHOULD be used (as per VOMS).

· AC encryption.  Attribute certificates SHOULD NOT be separately encrypted (i.e., as described in [X.509 AC] Section 7).

· AC holder.  A proxy certificate chain will contain one or more PCs, leading down to an end-entity PKC.  ACs regarding the PKC identity will not likely be signed into the PKC itself, but rather into the various PCs certificates leading down to the PKC.  All ACs discovered within this chain MUST have a holder field that identifies the end-entity PKC that terminates the chain.
  As per VOMS, this is accomplished by duplicating the PKC’s issuer and serial fields within the AC’s holder field.

· Proxy chain validation for AC validation.  In addition to the validation rules specified by [X.509 AC], the validation of any ACs that have been located within a proxy certificate chain MUST also rely upon the successful validation of that proxy certificate chain as per [X.509 Proxy] (as opposed to just the end-entity PKC).

· AC duplication.  When a proxy certificate containing one or more ACs is further delegated, any such ACs SHOULD NOT be copied into the newly-derived proxy certificate.  An AC cannot be removed from a proxy certificate chain because it is digitally signed into one of the certificates.  Thus any copying would produce redundant information and discarding is not possible.

· Non-critical embedding of ACs.  The VOMS extension by which ACs are embedded within PKCs/PCs MUST be marked non-critical (as is current practice).  Attribute-based authorization is considered a supplemental feature that should not preclude identity-based authorization.

5.2. Characteristics

Conformance with the PGI_TLS_PROXY conformance target provides the following properties and features:

· Facilitates delegation in “push-style” model.  The wire-format aspect of the SSL/TLS protocol is not affected by the additional features needed by X.509 proxy certificates for delegation; the protocol treats X.509 certificates as pseudo-opaque data structures.  (However, a slight modification to the certificate path validation scheme is needed for correct behavior.) 

· Facilitates authorization in a “push-style” model.  As with delegation, the VOMS extensions to the X.509 certificate allow the inclusion of X.509 attribute certificates within PKC/PC certificates without affecting the wire-format of the SSL/TLS handshake.  These ACs can then be extracted by the server (and/or client) for use during authorization.

5.3. Limitations
Secure communication in conformance with the PGI_TLS_PROXY conformance target has the following inherent limitations:

· Requires enclosure within X.509 proxy certificates.  Because all attributes must be signed into a single enclosing proxy certificate, they cannot be discarded upon further delegation.  Additionally, attributes are potentially subject to much shorter lifetimes (i.e., the lifetime of the restricted PC). 

6. SAML attribute assertions (PG_SOAP_SAML)
This section describes the PGI_SOAP_SAML conformance target.  The PGI_SOAP_SAML target profiles the exchange of SAML attributes within the SOAP message header.  
This document profiles the “FQAN attribute”, a specific type of SAML attribute intended to provide a representation of VOMS-style groups and roles in the FQAN (fully qualified attribute name) format.

[Editors note: As currently written, this target does not facilitate a “push-style” delegation model.  It is possible to adjust this conformance target to allow X.509 proxy certificates to demonstrate a notion of “holder-of-subject”, which is similar to “holder-of-key”.  In this manner, delegated identity can be combined with a dynamic set of authorization attributes.]
6.1. Requirements & Clarifications:

This profile places the following requirements and considerations upon all compliant endpoints:

· SAML 2.0 assertions.  SAML assertions must be of the form specified in [SAML 2.0].  Of the notable differences between 1.1 and 2.0, at most one subject and at most one set of subject confirmation methods may be specified for all the statements of the assertion.

· Attribute attachment.  SAML attribute assertions MUST be attached to SOAP security headers as per WS-S SAML Token Profile [SAML Token], supplemented by the WS-I BSP [WS-I BSP].  The assertions MUST be placed, and not referenced, within the <wsse:Security> header. 

· Subject and subject confirmation.  The assertion MUST contain a <saml:Subject> element to describe the subject and subject-confirmation. The relationship between the subject of the enclosed SAML statements and the message sender MUST be established using the holder-of-key subject confirmation method as follows:

· The holder-of-key <ds:KeyInfo> element MUST reference an X.509 PKC.

· Demonstration of ownership of this key MUST be demonstrated by signing content within the SOAP message 
and including the resulting <ds:Signature> element in the <wsse:Security> header.  Message receivers SHALL NOT use the certificate presented during SSL/TLS handshake for demonstration of ownership.
· Attribute integrity.  SAML assertions MUST contain a <ds:Signature> element that protects the integrity of the attribute (particularly the holder-of-key PKC within the subject-confirmation) as well as authenticate the issuing assertion authority.

· Subject and Issuer names.  The authoritative identities for these principals are dictated by the PKCs contained within the subject-confirmation and issuer-signature elements.  However, <saml:NameID> elements for the <saml:Subject> and <saml:Issuer> elements MAY be used.  If so, they SHOULD occur as X.509 subject names (i.e., specify a format attribute having the value “urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName”).
· Attribute conditions.  This profile places the following restrictions for SAML attributes:

· SAML attribute authorities MAY use <saml:AudienceRestrictions> to indicate the specific resources where a given attribute can be accepted (similar to the X.509 attribute certificate ACTarget field).  The content of a <saml:Restriction> element SHOULD be a [WS-Naming] endpoint identifiers (EPIs).  In the event that EPIs are not available for the selected target resources, fully-qualified domain names SHOULD be used.
· If specified, the UTC-encoded values of the <saml:NotBefore> and <saml:NotOnOrAfter> conditions MUST express time values with second-resolution or better.
· Attribute statements.  This document profiles a new type of <saml:Attribute> to be used within attribute statements for conveying aspects of virtual organization membership (hereafter termed “FQAN attribute”).  Compliant SAML assertions MUST contain at least one FQAN attribute.  Further attributes of types other than defined here MAY be present in the attribute statement and, if so, conforming endpoints MAY choose to ignore them.
· FQAN attributes.  A FQAN attribute element MUST conform to the following criteria:
· Contain a NameFormat attribute with the value “urn:oasis:names:tc:SAML:2.0:attrname-format:uri”

· Contain a Name attribute with the value http://www.ogf.org/pgi/2009/03/pgi-comm/fqan-compact
· Contain one or more <saml:AttributeValue> elements.  These elements must declare the type=”xs:string” XML attribute.  The string data contained within the attribute value MUST conform to the compact-form FQAN syntax described in [VOMS].
6.2. Characteristics:

Conformance with the PGI_SOAP_SAML conformance target provides the following properties and features:

· Facilitates authorization in a “push-style” model.  These SAML attributes can be extracted by the server for use during authorization.
· Selectable VO membership attributes without X.509 proxy certificates.  Because SAML assertions are delivered separately within the SOAP header, a client in possession of an end-entity PKC can demonstrate ownership of SAML attributes without having to fabricate a proxy certificate to contain them. 

· Convey identities and attributes from multiple authorities.  As stated above, SAML assertions are conveyed and validated individually within the SOAP header, obviating the need for a single authority to sign a single document enclosing all attributes. 

6.3. Limitations:

Secure communication in conformance with the PGI_SOAP_SAML conformance target has the following inherent limitations:

· Lack of support for “push-style” delegation.  As currently described, this target does not facilitate a push-style delegation model (i.e., one that does not involve trusted agents or intermediaries).  It is possible to adjust this conformance target to allow X.509 proxy certificates to demonstrate a notion of “holder-of-subject”, which is similar to “holder-of-key”.  In this manner, delegated identity can be combined with a dynamic set of authorization attributes.
7. Secure Endpoint References

This section describes the manner in which endpoint references (EPRs) can convey various forms of PGI_COMM compliance.  
7.1. Discovery of PGI_HTTPS Compliance

By leveraging the OGF Secure Addressing Profile [SecAddressing], the secure communication requirements put forth by this document can simply be referenced using the following policy reference URIs:

· PGI_HTTPS compliance: 

“http://www.ogf.org/pgi/2009/03/pgi-https”

· PGI_TLS_PROXY compliance (subsumes PGI_HTTPS) : 

“http://www.ogf.org/pgi/2009/03/pgi-tls-proxy”

· PGI_SOAP_SAML compliance (subsumes PGI_HTTPS):

“http://www.ogf.org/pgi/2009/03/pgi-soap-saml”

7.2.  “Virtual Organization” Policy Subject
With respect to [WS-PolicyAttachment], a policy subject is an entity (e.g., an endpoint, message, resource, operation) with which a policy can be associated.  Policy subjects are conveyed within a particular policy attachment’s <wsp:AppliesTo> element.  The [SecAddressing] profile describes how particular SOAP actions can be expressed as policy subjects for a given set of security requirements. 
This document describes how to express a particular virtual organization (VO) as a policy subject.  By allowing a resource’s EPR to convey the particular VOs within which that resource participates, clients are empowered to select/acquire an appropriate X.509 certificate (and accompanying attributes) for use during communication with that resource.  In particular, membership within one or more virtual organization MAY be conveyed using the “urn:virtual-organization:<vo-name>” URI.  

The <vo-name> for a given virtual organization specified within such an EPR MUST be the same <vo-name> that is specified within the VOMS-style attributes asserted by that virtual organization.  
7.3. Example EPR
The following (non-normative) example depicts an endpoint reference (EPR) indicating that the target resource expects secure communication in compliance with the PGI_TLS_PROXY conformance target:
(01) <wsa:EndpointReference>

(02)    <wsa:Address wsu:Id='TheAddress'>

(03)      http://www.example.org/some/path

(04)    </wsa:Address>

(05) 

(06)    ...

(07) 

(08)    <wsa:Metadata wsu:Id='TheMetadata'>

(09) 

(10)        <wsp:PolicyAttachment>

(11)

(12)            <wsp:AppliesTo>
(13)                <!-- This policy applies to all actions on this endpoint -->

(14)                <wsp:URI>urn:wsaaction:*</wsp:URI>
(15)      

(16)                <!-- This policy is relevant for the following VOs -->

(17)                <wsp:URI>urn:virtual-organization:campusgrid</wsp:URI>

(16)                <wsp:URI>urn:virtual-organization:sciencegrid</wsp:URI>

(17)            </wsp:AppliesTo>

(18) 

(19)            <!-- Policy or collection of policy alternatives -->

(20)            <wsp:Policy>

(21)                <wsp:PolicyReference>

(22)                  http://www.ogf.org/pgi/2009/03/pgi_tls_proxy 

(23)                </wsp:PolicyReference> 

(24)            </wsp:Policy>

(25)

(26)        </wsp:PolicyAttachment>

(27) 

(28)        ...

(29)    </wsa:Metadata>

(30)    ...

(31) </wsa:EndpointReference>
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�This was merely suggested by VOMS.


�The Unicore VOMS-SAML document depicts a 1.1 assertion in which the <saml:SubjectConfirmation> element exists outside of the <saml:Subject> element.


�The Unicore VOMS-SAML document depicts the assertion within the <soap:Header> element; rather it should be inside the <wsse:Security> header.


�TODO: What part, the body?  That particular assertion?  





