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Abstract

The growing number of Web service specifications makes it important to understand and define the interaction and use of these specifications to ensure interoperability. Within the context of basic Web services, it has proved useful to define a collection of normative profiles that provide guidance on issues of interoperability: the WS-I Basic Profile v1.1 [WS-I BP 1.1] and the WS-I Basic Security Profile v1.0 [WS-I BSP 1.0]. Guided by the principle of interoperation through conformance specification and operating in the wider technical domain of distributed system management and grid computing, we define here the OGSA WSRF Basic Profile 1.0, the first of what is expected to become a set of normative profiles addressing issues relating to distributed resource management and grid computing.

The OGSA WSRF Basic Profile 1.0 described in this document is a OGSA Recommended Profile as Proposed Recommendation in the sense of the document OGSA Profile Definition informational document [ogsa-profile-definition].  The OGSA WSRF Basic Profile 1.0 describes uses of widely accepted specifications that have been found to enable interoperability. The specifications considered in this profile are, in general, those associated with the addressing, modeling, and management of state: specifically, WS-Addressing [WS-Addressing], WS-ResourceProperties [WS-ResourceProperties], WS-ResourceLifetime [WS-ResourceLifetime], WS-BaseNotification [WS-BaseNotification], and WS-BaseFaults [WS-BaseFaults].

Contents

1Abstract


31
Introduction


31.1
Profile Overview


31.2
Relationships to Other Profiles


41.3
Notational Conventions


41.4
Profile Identification and Versioning


52
Profile Conformance


52.1
Conformance Targets


52.2
Claiming Conformance


53
Addressing


53.1
Endpoint Reference


64
Resource Property


64.1
Resource Property Definition


84.2
GetMultipleResourceProperties


84.3
QueryResourceProperties


94.4
ResourceProperty Change Notification


95
Resource Lifetime


95.1
Immediate Resource Termination


106
Base Notification


106.1
Notification Producer


117
Base Faults


117.1
Base Faults


118
Security


118.1
Basic Security Profile Version 1.0


139
Author Information


1410
Contributors


1411
Acknowledgements


1412
Intellectual Property Statement


1413
Full Copyright Notice


1414
Normative References


1515
Non-Normative References


16Appendix A. Referenced Specifications


17Appendix B. Extensibility Points


18Appendix C. OGSA Resource Properties – Normative


18C.1. ResourcePropertyNames


18C.2. FinalWSResourceInterface


18C.3. WSResourceInterfaces


18C.4. ResourceEndpointReferece


20Appendix D. OGSA WSRF Basic Profile Schema


22Appendix E. Key Information Exchange Normative Description


22E.1
Introduction


22E.2
Use cases


22E.3
Namespaces


22E.4
Example


23E.5
Infoset


24E.6
Schema


24E.7
Interoperability


25Appendix F. Referenced Specification Status and Adoption Level Classification




1 Introduction

This document defines the OGSA WSRF Basic Profile 1.0 (hereafter, "the Profile"), consisting of a set of open standard 
Web services specifications, along with clarifications, refinements, interpretations and amplifications of those specifications that promote interoperability among implementations of those specifications.

Section 1 introduces the Profile, and explains its relationships to other profiles.

Section 2, "Profile Conformance," explains what it means to be conformant to the Profile. 

Each subsequent section addresses a component of the Profile, and consists of two parts: an overview detailing the component specifications and their extensibility points, followed by subsections that address individual parts of the component specifications. Note that there is no relationship between the section numbers in this document and those in the referenced specifications.

1.1  Profile Overview

The Profile is intended for use when implementing services that are concerned with distributed resource management, grid computing, or other purposes that involve the modeling and management of stateful entities. These services frequently can benefit from the use of interfaces and behaviors defined in the WS-Addressing, WS-Resource Framework, and WS-Notification families of specifications. A service implementation that uses those specifications in a manner conformant with the Profile may be said to be an “implementation of the OGSA WSRF Basic Profile 1.0” or, informally, to be an “OGSA service.” (See section 2.3 “OGSA Branding“ of roadmap document [ogsa-roadmap])
The primary issues addressed in the profile are as follows:

· Addressing: The Profile mandates the use of WS-Addressing endpoint references and places some constraints on their structure, thus enabling interoperable addressing. 

· Resource Properties: The Profile mandates that a resource support certain resource properties, thus facilitating introspection, and also mandates support for certain operations that are optional in the WS-ResourceProperties specifications. Both sets of requirements facilitate interoperability by allowing a client to make more assumptions about a service’s interfaces.

· Resource Lifetime: The Profile mandates the use of the ImmediateResourceTermination and ScheduledResourceTermination portTypes and their associated operations and properties for immediate and scheduled termination of resources.
· Base Notification: The Profile mandates the use of the NotificationProducer portType and its associated operations and properties to provide notification using a publish/subscribe pattern.
· Base Faults: The profile mandates the use of the fault structure specified in WS-BaseFaults and, where applicable, extends the fault structure.
This is not a complete list: see the sections that follow for details.

1.2 Relationships to Other Profiles

This Profile extends the WS-I Basic Profile 1.1 [WS-I BP 1.1] and the WS-I Basic Security Profile 1.0 [WS-I BSP 1.0].  All requirements specified in WS-I BP 1.1 and WS-I BSP 1.0 pertain to this profile.
1.3 Notational Conventions 

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC2119.

Normative statements of requirements in the Profile are presented in the manner detailed in the WS-I Basic Profile 1.1 Conformance Requirements section.
Both requirement statements and extensibility statements can be considered namespace-qualified.
This specification uses a number of namespace prefixes throughout; their associated URIs are listed below. Note that the choice of any namespace prefix is arbitrary and not semantically significant.

· soap – "http://schemas.xmlsoap.org/soap/envelope"
· wsdl – "http://schemas.xmlsoap.org/wsdl"
· xsd – "http://www.w3.org/2001/XMLSchema"
· xsi – "http://www.w3.org/2001/XMLSchema-instance"
· wsa – "http://www.w3.org/2005/03/addressing"
· wsrf-rp – "http://docs.oasis-open.org/wsrf/rp-1"
· wsrf-rpw – "http://docs.oasis-open.org/wsrf/rpw-1l”
· wsrf-rl – "http://docs.oasis-open.org/wsrf/rl-1"

· wsrf-rlw – "http://docs.oasis-open.org/wsrf/rlw-1"

· wsrf-bf – "http://docs.oasis-open.org/wsrf/bf-1"
· wsnt – "http://docs.oasis-open.org/wsn/b-1"
· wsnw – http://docs.oasis-open.org/wsn/bw-1
This Profile uses a number of special teams to refer to referenced specifications.
· WS-addressing – Web Services Addressing 1.0 - Core [WS-Addressing]

· WS-ResourceProperties – Web Services Resource Properties 1.2 [WS-ResourceProperties]
· WS-ResourceLifetime – Web Services Resource Lifetime 1.2 [WS-ResourceLifetime]
· WS-BaseNotification – Web Services Base Notification 1.3 [WS-BaseNotification]
· WS-BaseFaults – Web Services Base Faults 1.2 [WS-BaseFaults]
1.4 Profile Identification and Versioning 

Profile identification and versioning uses the style described in WS-I Basic Profile 1.1 and abides by the normative descriptions contained therein.
2 Profile Conformance 

Conformance to the Profile is defined normatively in WS-I Basic Profile 1.1.  This Profile abides by those definitions.
2.1  Conformance Targets 

Since OGSA BP 1.0 is an extension of the WS-I Basic Profile 1.1 it may place further restrictions on conformance targets defined in WS-I Basic Profile 1.1.  Further, this specification defines an additional conformance target called ENDPOINTREFERENCE.
The following conformance targets are used in the Profile:

· ENDPOINTREFERENCE – the serialization of the wsa:EndpointReference element and its content

· ENVELOPE – the serialization of the soap:Envelope element and its content (from WS-I Basic Profile 1.1)
· DESCRIPTION – descriptions of types, messages, interfaces and their concrete protocol and data format bindings, and the network access points associated with Web services (e.g., WSDL descriptions) (from WS-I Basic Profile 1.1) 

· INSTANCE – software that implements a wsdl:port (from WS-I Basic Profile 1.1 without uddi:bindingTemplate) 

· CONSUMER – software that invokes an INSTANCE (from WS-I Basic Profile 1.1) 

· SENDER – software that generates a particular message according to the protocol(s) associated with that message (from WS-I Basic Profile 1.1) 

· RECEIVER – software that consumes a message according to the protocol(s) associated with that message (e.g., SOAP processors) (from WS-I Basic Profile 1.1) 

2.2 Claiming Conformance 

Claims of conformance to the Profile are the same as normatively described in WS-I Basic Profile 1.1.
The conformance claim URI for this Profile is “http://www.ggf.org/namespaces/2005/07/OGSABasicProfile-1.0”.
3 Addressing

This section of the Profile incorporates the following specifications by reference, and defines extensibility points within them:

· Web Services Addressing 1.0 - Core [WS-Addressing]
Extensibility points: 

· E0301 – WS-Addressing Extensibility – WS-Addressing allows extensibility elements for the wsa:EndpointReference element.

· E0302 – WS-Addressing Metadata Extensibility – WS-Addressing allows extensibility elements for metadata as children of the wsa:Metadata element. 

3.1 Endpoint Reference

The following specifications (or sections thereof) are referred to in this section of the Profile:

· Web Services Addressing, Section 2 [WS-Addressing]
WS-Addressing defines the endpoint reference structure for referencing services and WS-Resources. The Profile mandates the use of that structure, and places the following constraints on its use:

3.1.1 Endpoint Reference Structure
R0311 An ENDPOINTREFERENCE MUST conform to the structure specified in Web Services Addressing Section 2, "Endpoint References" (subject to amendment by the Profile).

4 Resource Property

This section of the Profile incorporates the following specifications by reference, and defines extensibility points within them:

· Web Services Resource Properties 1.2 [WS-ResourceProperties]
Extensibility points: 

· E0401 – Resource Property Document Extensibility – Any resource property document MAY include standard XML extensibility through the use of xsd:any. 

· E0402 – Resource Property Element Extensibility – Any resource property element MAY include standard XML extensibility through the use of xsd:any.

· E0403 – QueryExpression Extensibility – The Query Expression supported by the QueryResourceProperties message exchange is defined as open content (xsd:any). 

4.1 Resource Property Definition

WS-ResourceProperties does not define any resource property elements. In contrast, the Profile requires the resource property element(s) listed below for introspection purposes. The Profile mandates the use of these resource property elements, and places the following constraints on their use:

4.1.1 ResourcePropertyNames Resource Property Element Description

Each instance of a WS-Resource is required to provide the ability to retrieve, through the GetResourceProperty or GetMultipleResourceProperties message exchange pattern, a list of all resource property element QNames that it contains. (See Appendix C)
R0411 A DESCRIPTION MUST contain in the Resource Property Document schema, as referred to by the wsrf-rp:ResourceProperties attribute on the portType, a Resource Property Element ogsa-bp:ResourcePropertyNames as defined in the schema http://www.ggf.org/namespaces/2005/07/OGSABasicProfile-1.0.xsd (see Appendix D).
R0412 A RECEIVER MUST respond to a wsrf-rp:GetResourceProperty request where the child of the wsrf-rp:GetResourceProperty is the QName ogsa-bp:ResourcePropertyNames with the complete list of the xs:QNames of all Resource Property Elements contained in the Resource Property Document at the time of receipt of the message.

R0413 A RECEIVER MUST respond to a wsrf-rp:GetMultipleResourceProperties request where the child of the wsrf-rp:GetMultipleResourceProperties contains the QName ogsa-bp:ResourcePropertyNames with the complete list of the xs:QNames of all Resource Property Elements contained in the Resource Property Document at the time of receipt of the message.

4.1.2 FinalWSResourceInterface Resource Property Element Description

Each instance of a WS-Resource is recommended to provide the ability to retrieve, through the GetResourceProperty or GetMultipleResourceProperties message exchange pattern, the final portType interface QName. (See Appendix C)
R0414 A DESCRIPTION MUST contain in the Resource Property Document schema, as referred to by the wsrf-rp:ResourceProperties attribute on the portType, a Resource Property Element ogsa-bp:FinalWSResourceInterface as defined in the schema http://www.ggf.org/namespaces/2005/07/OGSABasicProfile-1.0.xsd (see Appendix D).
R0415 A RECEIVER SHOULD respond to a wsrf-rp:GetResourceProperty  request where the child of the wsrf-rp:GetResourceProperty is the QName ogsa-bp:FinalWSResourceInterface with the xs:QName of the wsdl:portType associated with the endpoint to which the message was addressed.
R0416 A RECEIVER SHOULD respond to a wsrf-rp:GetMultipleResourceProperties request where the child of the wsrf-rp:GetMultipleResourceProperties contains the QName ogsa-bp:FinalWSResourceInterface with the xs:QName of the wsdl:portType associated with the endpoint to which the message was addressed.
4.1.3 WSResourceInterfaces Resource Property Element Description

Each instance of a WS-Resource is recommended to provide the ability to retrieve, through the GetResourceProperty or GetMultipleResourceProperties message exchange pattern, a list of all portTypes that were used to compose the wsdl:Service.  Each portType must be referenced by QName, where the namespace of the QName is that of the parent wsdl:definition, (See Appendix C)
R0417 A DESCRIPTION MUST contain in the Resource Property Document schema, as referred to by the wsrf-rp:ResourceProperties attribute on the portType, a Resource Property Element ogsa-bp:WSResourceInterfaces defined in the schema http://www.ggf.org/namespaces/2005/07/OGSABasicProfile-1.0.xsd (see Appendix D).
R0418 A RECEIVER SHOULD respond to a wsrf-rp:GetResourceProperty request where the child of the wsrf-rp:GetResourceProperty is the QName ogsa-bp:WSResourceInterfaces with the complete list of the xs:QNames of all the wsdl:portTypes that were composed into the endpoint to which the message was addressed.
R0419 A RECEIVER SHOULD respond to a wsrf-rp:GetMultipleResourceProperties request where the child of the wsrf-rp:GetMultipleResourceProperties contains the QName ogsa-bp:WSResourceInterfaces with the complete list of the xs:QNames of all the wsdl:portTypes that were composed into the endpoint to which the message was addressed.
4.1.4 ResourceEndpointReference Resource Property Element Description

Each instance of a WS-Resource is recommended to provide the ability to retrieve, through the GetResourceProperty or GetMultipleResourceProperties message exchange pattern, the wsa:EndpointReference for itself. (See Appendix C)
R0420 A DESCRIPTION MUST contain in the Resource Property Document schema, as referred to by the wsrf-rp:ResourceProperties attribute on the portType, a Resource Property Element ogsa-bp:ResourceEndpointReference as defined in the schema http://www.ggf.org/namespaces/2005/07/OGSABasicProfile-1.0.xsd (see Appendix D).
R0421 A RECEIVER SHOULD respond to a wsrf-rp:GetResourceProperty  request where the child of the wsrf-rp:GetResourceProperty is the QName ogsa-bp:ResourceEndpointReference with the wsa:EndpointReference of the endpoint to which the message was addressed.

R0422 A RECEIVER SHOULD respond to a wsrf-rp:GetMultipleResourceProperties request where the child of the wsrf-rp:GetMultipleResourceProperties contains the QName ogsa-bp:ResourceEndpointReference with the wsa:EndpointReference of the endpoint to which the message was addressed.
4.2 GetMultipleResourceProperties

WS-ResourceProperties defines a portType for retrieval of multiple resource properties. The Profile mandates the use of this portType, and places the following constraints on its use:

4.2.1 wsrf-rp:GetMultipleResourceProperties Message Exchange

WS-ResourceProperties only requires that an instance of a WS-Resource implement the GetResourceProperty message exchange pattern. The Profile also requires support for GetMultipleResourceProperties message exchange pattern.
R0423 A DESCRIPTION MUST include the wsrf-rp:GetMultipleResourceProperties wsdl:operation as defined in WS-ResourceProperties section 5.3.
R0424 An INSTANCE MUST support the GetMultipleResourceProperties message exchange to allow for the retrieval of multiple resource properties
.
4.3 QueryResourceProperties

WS-ResourceProperties defines a portType for query and retrieval of resource properties. The Profile mandates the use of this portType, and places the following constraints on its use:

4.3.1 wsrf-rp:QueryResourceProperties Message Exchange

WS-ResourceProperties only requires that an instance of a WS-Resource implement the GetResourceProperty message exchange pattern. The Profile also requires support for QueryResourceProperties.

R0425 A DESCRIPTION SHOULD include the wsrf-rp:QueryResourceProperties as defined in WS-ResourceProperties section 5.4.
R0426 An INSTANCE SHOULD support the wsrf-rp:QueryResourceProperties message exchange to allow for the query and retrieval of multiple resource properties

R0427 An INSTANCE MUST support the QueryExpression Dialect URI http://www.w3.org/TR/1999/REC-xpath-19991116 on the QueryResourceProperties message exchange.

R0428 An INSTANCE, when presented with a resource property retrieval for the QName wsrf-rp:QueryExpressionDialect response, MUST (at least) include the URI http://www.w3.org/TR/1999/REC-xpath-19991116.

R0429 A MESSAGE response for wsrf-rp:QueryResourceProperties with the Dialect URI http://www.w3.org/TR/1999/REC-xpath-19991116 MUST conform to the structure/serialization as defined in XML Digital Signature Canonicalization.



4.4 ResourceProperty Change Notification

WS-ResourceProperties RECOMMENDS support for resource property element change notifications for WS-Resources that support the wsnt:NotificationProducer [WS-BaseNotification] portType. OGSA services fundamentally rely on the ability to understand changes in other OGSA services. The Profile mandates the use of the wsrf-rp:ResourcePropertyValueChangeNotification element and places the following constraints on its use:

4.4.1 Use of wsnt:NotificationProducer
The profile mandates the use of the NotificationProducer portType and its associated operations and properties to support the resource property value change notification pattern for insertions, updates and deletions.
R0430 A DESCRIPTION SHOULD include the wsnt:NotificationProducer interface as defined in WS-BaseNotification section 4.
R0431 An INSTANCE MUST support wsnt:Subscribe message exchange to allow for creation of wsrf-rp:ResourcePropertyValueChangeNotifications.
5 Resource Lifetime

This section of the Profile incorporates the following specifications by reference, and defines extensibility points within them:

· Web Services Resource Lifetime 1.2 [WS-ResourceLifetime] Extensibility points: 

· E0501 – Termination Reason – The termination reason in the TerminationNotification message type allows for open content (xsd:any). 

5.1 Immediate Resource Termination

WS-ResourceLifetime defines a portType for immediate termination of a WS-Resource. The Profile mandates the use of this portType for explicit destruction of resources, and places the following constraints on its use:

5.1.1 wsrf-rl:Destroy Message Exchange

WS-ResourceLifetime does not require that an instance of a WS-Resource implement any of the message exchanges that it defines. In contrast, the Profile mandates immediate destruction capability for WS-Resource instances that are created as a result of a message exchange.

R0511 A DESCRIPTION MUST include the wsrf-rl:Destroy message exchange to allow for the immediate destruction of a WS-Resource.
R0512 An INSTANCE MUST support the wsrf-rl:Destroy message exchange to allow for the immediate destruction of a WS-Resource.
6 Base Notification

This section of the Profile incorporates the following specifications by reference, and defines extensibility points within them:

· Web Services Base Notification 1.3 [WS-BaseNotification] Extensibility points: 

· E0601 – Subscribe Topic Expression – The topic expression in the wsnt:Subscribe is open content (xsd:any). 

6.1 Notification Producer

The Profile mandates the use of this portType for client-controlled notifications of events from resources, and places the following constraints on its use:

6.1.1 Subscribe Message Exchange 

The wsnt:Subscribe message exchange allows for notification messages to be sent over protocols other than Web services-based protocols.  This flexibility impedes the interoperability of services that conform to the Profile. The Profile allows the use of this message exchange but places the following constraints on it:

R0611 A CONSUMER MUST NOT include the wsnt:UseNotify element in the wsnt:Subscribe request. (wsnt:UseNotify defaults to ‘true’ thus forcing notifications to be sent via Web services protocols).
R0612 An INSTANCE MUST support the TopicExpression Dialect URI http://docs.oasis-open.org/wsn/2004/06/TopicExpression/Simple for wsnt:Subscribe/wsnt:TopicExpression@Dialect in the wsnt:Subscribe message exchange.

R0613 An INSTANCE, when presented with a resource property retrieval for the QName wsnt:TopicExpressionDialect the response, MUST include (at a minimum) the URI http://docs.oasis-open.org/wsn/2004/06/TopicExpression/Simple.

R0614 An INSTANCE MAY respond with a ‘precondition not supported’ fault if the wsnt:Precondition element is present in the wsnt:Subscribe message exchange.

R0615 An INSTANCE MAY respond with a ‘selector not supported’ fault if the wsnt:Selector element is present in the wsnt:Subscribe message exchange.

R0616 An INSTANCE MAY respond with a ‘subscription policy not supported’ fault if the wsnt:SubscriptionPolicy element is present in the wsnt:Subscribe message exchange.

R0617 An INSTANCE that accepts the wsnt:Precondition element in the wsnt:Subscribe message exchange MUST support the QueryExpression from the namespace http://www.w3.org/TR/1999/REC-xpath-19991116 as the content for the wsnt:Precondition element. 
R0618 An INSTANCE that accepts the wsnt:Selector element in the wsnt:Subscribe message exchange MUST support the QueryExpression from the namespace http://www.w3.org/TR/1999/REC-xpath-19991116 as the content for the wsnt:Selector element.

6.1.2 Notification

Although WS-BaseNotification allows the use of raw notification, the Profile mandates the use of Notify message per R0611 and disallows raw notification. Therefore:
R0619 An INSTANCE MUST send the wsnt:Notify message to the NotificationConsumer in order to deliver one or more NotificationMessage(s).
7 Base Faults

This section of the Profile incorporates the following specifications by reference, and defines extensibility points within them:

· Web Services Base Faults 1.2 [WS-BaseFaults] Extensibility points: 

· No extensibility points

7.1 Base Faults

The following specifications (or sections thereof) are referred to in this section of the Profile:

· Web Services Base Faults 1.2 [WS-BaseFaults]
WS-BaseFaults defines the fault structure that WS-Resources use for faults that are generated by the WS-Resource. The Profile mandates the use of that structure, and places the following constraints on its use:

7.1.1 BaseFault Structure
R0711 A MESSAGE for a fault from a WS-Resource MUST conform to the structure specified in Web Services Base Faults Section 2, "Base Fault Type" (subject to amendment by the Profile).

8 Security

8.1 Basic Security Profile Version 1.0
The following specifications (or sections thereof) are referred to in this section of the Profile:

· Basic Security Profile Version 1.0 [WS-I BSP 1.0]
· HTTP over TLS [HTTP-TLS]
· The TLS Protocol Version 1.0 [TLS1.0]
The Basic Security Profile defines profiles for Transport Layer Security and Message Level Security (SOAP Message Security with XML-Signature and/or XML Encryption) for secure communication between a SENDER and a RECEIVER.  The Profile requires the use of at least one of these, and places the following constraints on their use:
8.1.1 Transport Layer Security
All messages are subject to interference and corruption during transmission. To mitigate the risks of intentional or accidental modification to, or disclosure of, message data, the Profile defines the following constraints when using Transport Layer Security..

R0811 When establishing an HTTP connection a SENDER MUST use HTTP over TLS as profiled by Basic Security Profile Version 1.0 Section 4 and Section 10.

R0812 When establishing an HTTP connection a RECEIVER MUST use HTTP over TLS as profiled by Basic Security Profile Version 1.0 Section 4 and Section 10.

R0813 When establishing a non-HTTP connection a SENDER MUST use The TLS Protocol and be compliant with Basic Security Profile Version 1.0 Section 10.

R0814 When establishing a non-HTTP connection a RECEIVER MUST use The TLS Protocol and be compliant with Basic Security Profile Version 1.0 Section 10.


8.1.2 Authentication

Consumers and instances must provide authentication information:
R0816 An INSTANCE MUST provide authentication information as part of the TLS connection.

R0817 A CONSUMER MUST provide authentication information, either as part of the TLS connection or by adhering to WS-I Basic Security Profile Version 1.0 Section 7.

The Profile mandates
 that there be no anonymous communication. To ensure interoperability, only X.509 certificate-based authentication is permitted by the Profile.

8.1.3 Token Format Compliance

All security tokens used in a message must 
comply with the Basic Security Profile Version 1.0.

R0818 When security tokens are included in the message the CONSUMER MUST adhere to the Basic Security Profile Version 1.0 Section 5.
The Basic Security Profile Version 1.0 mandates some details about how security tokens must be handled to support interoperability.

8.1.4 XML-Signature
All messages employing XML-Signature must comply with the WS-I Basic Security Profile Version 1.0.

R0819 When using XML-Signature a SENDER MUST comply with Basic Security Profile Version 1.0, Section 8.
R0820 When using XML-Signature a RECEIVER MUST comply with Basic Security Profile Version 1.0, Section 8.
8.1.5 XML Encryption

All messages employing XML Encryption must comply with the Basic Security Profile Version 1.0.

R0821 When using XML Encryption a SENDER MUST comply with Basic Security Profile Version 1.0, Section 9.
R0822 When using XML Encryption a RECEIVER MUST comply with Basic Security Profile Version 1.0, Section 9.
8.1.6 Encryption Key Exchange for Message-Level Security

The Profile requires the following constraints for Encryption Key Exchange when using Message-Level Security:

R0823 When using Message-Level Security the ENDPOINTREFERENCE SHOULD include ogsa-bp:KeyInfoElement as defined in Appendix A.

R0824 When using XML Encryption as part of Message-Level Security, the RECEIVER SHOULD provide the key information for encryption of incoming messages to the sender before the sender sends the message.
R0825 An INSTANCE SHOULD provide the encryption key as part of its endpoint reference.

R0826 A CONSUMER SHOULD provide the encryption key as part of the endpoint reference in the request message.
R0827 When using XML Encryption as part of Message Level Security, the SENDER SHOULD use the key specified by the ogsa-bp:KeyInfoElement in the endpoint reference of the receiver.
8.1.7 Communication of assertions
Senders MAY send assertions that can be used for policy decisions, including access control decisions by receivers of SOAP messages.
  The assertions MUST be SAML assertions or X.509 attribute certificates, and senders and receivers MUST adhere to the Basic Security Profile 1.0 or SAML Token Profile Version 1.0 when sending assertions.

R0828 When communicating SAML assertions, a SENDER MUST comply with SAML Token Profile Version 1.0.

R0829 When communicating SAML assertions, a RECEIVER MUST comply with SAML Token Profile Version 1.0.

R0830 When communicating X.509 attribute certificates, a SENDER MUST comply with Basic Security Profile Version 1.0.

R0831 When communicating X.509 attribute certificates, a RECEIVER MUST comply with Basic Security Profile Version 1.0.
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Appendix A. Referenced Specifications

The following specifications' requirements are incorporated into the Profile by reference, except where superseded by the Profile:

· Web Services Addressing 1.0 – Core (WS-Addressing) [WS-Addressing] 

· Web Services Base Faults 1.2 (WS-BaseFaults) [WS-BaseFaults] 

· Web Services Base Notification 1.3 (WS-BaseNotification) [WS-BaseNotification] 

· Web Services Resource Lifetime 1.2 (WS-ResourceLifetime) [WS-ResourceLifetime] 

· Web Services Resource Properties 1.2 (WS-ResourceProperties) [WS-ResourceProperties] 

· Web Services Security: SOAP Message Security 1.0 [WS-Security] 
· Basic Profile 1.1 [WS-I BP 1.1] 

· Basic Security Profile Version 1.0 [WS-I BSP 1.0] 
· HTTP Over TLS [HTTP-TLS]

· The TLS Protocol Version 1.0 [TLS1.0]
Appendix B. Extensib
ility Points

This section identifies extensibility points for the Profile's component specifications.  

These mechanisms are out of the scope of the Profile; their use may affect interoperability, and may require private agreement between the parties to a Web service.
In Web Services Addressing [WS-Addressing]: 

· E0301 – WS-Addressing Extensibility – WS-Addressing allows extensibility elements for the wsa:EndpointReference.

· E0302 – WS-Addressing Metadata Extensibility – WS-Addressing allows extensibility elements for metadata as children of the wsa:Metadata element.
In Web Services Resource Properties 1.2 [WS-ResourceProperties]: 

· E0401 – Resource Property Document Extensibility – Any resource property document MAY include standard XML extensibility through the use of xsd:any.
· E0402 – Resource Property Element Extensibility – Any resource property document MAY include standard XML extensibility through the use of xsd:any.
· E0403 – QueryExpression Extensibility – The Query Expression supported by the QueryResourceProperties message exchange is defined as open content (xsd:any).
In Web Services Resource Lifetime 1.2 [WS-ResourceLifetime]

· E0501 – Termination Reason – The termination reason in the TerminationNotification message type allows for open content (xsd:any).
In Web Services Base Notification 1.2 [WS-BaseNotification]

· E0601 – Subscribe Topic Expression – The topic expression in the wsnt:Subscribe is open content (xsd:any).

In The TLS Protocol Version 1.0 [TLS1.0]: 

· E0019 – TLS Cyphersuite –- TLS allows for the use of arbitrary encryption algorithms.

· E0020 – TLS Extensions – TLS allows for extensions during the handshake phase.

Appendix C. OGSA Resource Properties – Normative

C.1. ResourcePropertyNames
The general form of a ResourcePropertyNames resource property element is:

<ogsa-bp:ResourcePropertyNames>

  list of xsd:QNames
</ogsa-bp:ResourcePropertyNames>

Furthermore, this reference MUST reflect the minOccurs and maxOccurs properties as follows:

<xsd:element ref="ogsa-bp:ResourcePropertyNames" 

             minOccurs="1" maxOccurs="1" />
This resource property element is further constrained as follows:

/ogsa-bp:ResourcePropertyNames
Contains a complete list of xs:QNames of all Resource Property Elements defined in the Resource Property Document.

C.2. FinalWSResourceInterface

The general form of a FinalWSResourceInterface resource property element is:

<ogsa-bp:FinalWSResourceInterface>

  xsd:QName
</ogsa-bp:FinalWSResourceInterface>

Furthermore, this reference MUST reflect the minOccurs and maxOccurs properties as follows:

<xsd:element ref="ogsa-bp:FinalWSResourceInterface" 

             minOccurs="0" maxOccurs="1" />
This resource property element is further constrained as follows:

/ogsa-bp:FinalWSResourceInterface
Optional element, if present, contains the xs:QName of the most derived portType interface of the service.
C.3. WSResourceInterfaces

The general form of a WSResourceInterfaces resource property element is:

<ogsa-bp:WSResourceInterfaces>

  list of xsd:QNames
</ogsa-bp:WSResourceInterfaces>

Furthermore, this reference MUST reflect the minOccurs and maxOccurs properties as follows:

<xsd:element ref="ogsa-bp:WSResourceInterfaces" 

             minOccurs="0" maxOccurs="1" />
This resource property element is further constrained as follows:

/ogsa-bp:WSResourceInterfaces
Optional element, if present, contains a complete list of xs:QNames of all portType interfaces aggregated into the service.
C.4. ResourceEndpointReferece
The general form of a ResourceEndpointReference resource property element is:

<ogsa-bp:ResourceEndpointReference>

  wsa:EndpointReferenceType
</ogsa-bp:ResourceEndpointReference>

Furthermore, this reference MUST reflect the minOccurs and maxOccurs properties as follows:

<xsd:element ref="ogsa-bp:ResourceEndpointReference" 

             minOccurs="0" maxOccurs="unbounded" />

This resource property element is further constrained as follows:

/ogsa-bp:ResourceEndpointReference
Optional elements, if present, contain wsa:EndpointReference by which a service is addressable.
Appendix D. OGSA WSRF Basic Profile Schema
The schema…..
<?xml version="1.0" encoding="UTF-8"?>

<!-- 


The GGF takes no position regarding the validity or scope of any intellectual property or other rights that might be claimed to pertain to the implementation or use of the technology described in this document or the extent to which any license under such rights might or might not be available; neither does it represent that it has made any effort to identify any such rights. Copies of claims of rights made available for publication and any assurances of licenses to be made available, or the result of an attempt made to obtain a general license or permission for the use of such proprietary rights by implementers or users of this specification can be obtained from the GGF Secretariat.

The GGF invites any interested party to bring to its attention any copyrights, patents or patent applications, or other proprietary rights which may cover technology that may be required to practice this recommendation. Please address the information to the GGF Executive Director.

Copyright (C) Global Grid Forum (2005). All Rights Reserved.

This document and translations of it may be copied and furnished to others, and derivative works that comment on or otherwise explain it or assist in its implementation may be prepared, copied, published and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and this paragraph are included on all such copies and derivative works. However, this document itself may not be modified in any way, such as by removing the copyright notice or references to the GGF or other organizations, except as needed for the purpose of developing Grid Recommendations in which case the procedures for copyrights defined in the GGF Document process must be followed, or as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by the GGF or its successors or assigns.

This document and the information contained herein is provided on an "AS IS" basis and THE GLOBAL GRID FORUM DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE."

-->

<xsd:schema 

  xmlns="http://www.w3.org/2001/XMLSchema"

  xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

  xmlns:xsi=http://www.w3.org/2001/XMLSchema-instance
  xmlns:wsa="http://www.w3.org/2005/03/addressing"

  xmlns:ogsa-bp="http://www.ggf.org/namespaces/2005/07/OGSABasicProfile-1.0.xsd"

  elementFormDefault="qualified"

  attributeFormDefault="unqualified" 

  targetNamespace="http://www.ggf.org/namespaces/2005/07/OGSABasicProfile-1.0.xsd" >
  <xsd:import

    namespace="http://www.w3.org/2005/03/addressing"

    schemaLocation="http://www.w3.org/2005/03/addressing/" />

  <xsd:simpleType name="QNameListType">

    <xsd:list itemType="xsd:QName"/>

  </xsd:simpleType>

  <xsd:element name="ResourcePropertyNames"

               type="ogsa-bp:QNameListType" />
  <xsd:element name="FinalWSResourceInterface"

               type="xsd:QName" />

  <xsd:element name="WSResourceInterfaces"

               type="ogsa-bp:QNameListType" />

  <xsd:element name="ResourceEndpointReference"

               type="wsa:EndpointReferenceType" />






</xsd:schema>

Appendix E. Key Information Exchange Normative Description
E.1 Introduction

This appendix defines key information exchange for message-level security by using the Metadata element in the EndpointReference in the WS-Addressing specification.



E.2 Use cases

The followings are use cases that the profiles specified in the appendix cover:
· When a client wants to send any encrypted message to a service, it will have to know the key associated with that service.

· When a client wants to make a policy decision regarding whether or not it wants a certain service to serve its request, it has to know the service's key-info.

E.3 Namespaces

This appendix uses the following namespaces:

	Prefix
	Namespace

	wsa
	http://www.w3.org/2005/03/addressing

	ds
	http://www.w3.org/2000/09/xmldsig#


	wsse
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd

	ogsa-bp
	http://docs.oasis-open.org/wsrf/2005/07/wsrf-WS-BaseFaults-1.2-draft-04.xsd


And this note also uses the following entity references to ease the description of the URIs.

&wsse;   the Namespace URI for Web Services Security v1.0

&ogsa-bp; the Namespace URI for OGSA WSRF Basic Profile 1.0

E.4 Example

The following shows an example which the profile is intended to define.

<wsa:EndpointReference>

  <wsa:Address>
    http://www.globus.org/some/path
  </wsa:Address>

  <wsa:Metadata>

    <ogsa-bp:EndpointKeyInfo>

      <wsse:SecurityTokenReference wsse:Usage="&ogsa-bp;#signature">

        <wsse:Reference URI="#token1"/>

      </wsse:SecurityTokenReference>

      <wsse:SecurityTokenReference wsse:Usage="&ogsa-bp;#encryption">

        <wsse:Embedded>

          <wsse:BinarySecurityToken ValueType="&wsse;X509PKIpathv1">

            MIIC.....

          </wsse:BinarySecurityToken>

        </wsse:Embedded>

      </wsse:SecurityTokenReference>

    </ogsa-bp:EndpointKeyInfo>

  </wsa:Metadata>

</wsa:EndpointReference>

0-0 An example wsa:EndpointReference

0-0 An example of ogsa-bp:EndpointKeyInfo elment is shown.  The actual key information contained in the ogsa-bp:EndpointKeyInfo element is bound to the endpoint specified by the enclosing wsa:EndpointReference.

0-0 An example of actual key information is shown.  The key is expressed by using wsse:SecurityTokenReference and the wsse:Usage attribute shows that the key should be used for signature.  The key data is referenced by the same document reference, "#token1".

0-0 Another example of key information is shown.  The key is also expressed by using wsse:SecurityTokenReference, but the actual key data is embedded in the element as a wsse:BinarySecurityToken in wsse:Embedded.  The usage of the key is specified as encryption by the wsse:Usage attribute.

E.5 Infoset

The following is the descriptions or definitions of the infosets referenced by or defined in this note.

· /wsa:EndpointReference/wsa:Metadata:
WS-Addressing defines an optional wsa:Metadata element which is used to hold metadata that is relevant to the interaction with the endpoint.

· /wsa:EndpointReference/wsa:Metadata/osgabp:EndpointKeyInfo/:
The ogsa-bp:EndpointKeyInfo is defined as a ds:KeyInfoType which is defined in the XML-Signture specification to contain generic key information.  In this profile, the element is used to specify key information that should be used to interact with the endpoint.

· /wsa:EndpointReference/wsa:Metadata/ogsa‑bp:EndpointKeyInfo/wsse:SecurityTokenReference:
Although the XML-Signature specification defines various types of elements which are intended to be used as child elements of the ds:KeyInfoType element and the specification also allows the ds:KeyInfoType element to have arbitrary types of elements in its content, this profile mandates the use of wsse:SecurityTokenReference elements under the ogsa-bp:EndpointKeyInfo element.

· /wsa:EndpointReference/wsa:Metadata/ogsa‑bp:EndpointKeyInfo/wsse:SecurityTokenReference/@wsse:Usage

WS-Security defines this optional attribute which is used to type the usage of the wsse:SecurityTokenReference element.

This profile defines the following values for the @wsse:Usage attribute to specify the usage of the key referenced by the wsse:SecurityTokenReference.


Value
Usage


&ogsa-bp;#encryption
Encryption key needed to interact with the 
endpoint.


&ogsa-bp;#signature
Signature verification key needed to interact
 with the endpoint. 

Absence of this attribute means that the key can be used for both encryption and signature verification.

Implementations which create the key-info data MAY NOT set an inconsistent value with the usage in the referenced key to this @wsse:Usage attribute.  For example, if the KeyUsage certificate extension of an X.509 public key certificate is marked as CRITICAL and set to Signing, then an implementation MAY NOT set &ogsa-bp;#encryption to the @wsse:Usage attribute.  (Thus, in this case, the certificate cannot be used as an encryption key.)

Implementations which detect an inconsistency between the value of @wsse:Usage attribute and the usage specified in the referenced key itself MUST report an error and MAY NOT use the key for the usage specified by the @wsse:Usage attribute.

E.6 Schema

The following schema fragment defines the ogsa-bp:EndpointReference element that is referenced 
in this profile.

  <?xml version="1.0" encoding="UTF-8"?>

  <xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" 

    xmlns:ogsa-bp="&ogsa-bp;" 

    targetNamespace="&ogsa-bp;">

      <!-- definition f the EndpointKeyInfo element -->

      <xs:element name="EndpointKeyInfo" type="ds:KeyInfoType"/>

  </xs:schema>   

E.7 Interoperability

To ensure the interoperability, a wsse:SecurityTokenReference element MUST conform to the requirements defined in section 4.2 of the WS-I Basic Profile 1.0 document (SecurityTokenReferences).

To ensure interoperability, if the wsse:BinarySecurityToken refers to or embeds an X.509 certificate, the wsse:BinarySecurityToken MUST conform to the requirements defined in chapter 6 of WS-I Basic Profile 1.0 (X.509 Certificate Token Profile).

Appendix F. Referenced Specification Status and Adoption Level Classification

The classification of this profile’s referenced specifications at the time of writing follows: 
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  ◄ X                 ◄ X

IBM, Apache implementing

WS-ResourceProperties 1.2

  ◄ X                 ◄ X

At public review
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�I am not comfortable calling the specs “standards” yet. They are only in the public review state, which is the state preceding standardization. “Non-proprietary is a better description, IMHO.


�Assuming this will go to 1.3 throughout later???


�We probably want to say something here about throwing the same faults that GetMultipleResourceProperties  message does. Same comment for all other messages such as Destroy, Subscribe etc. Perhaps we can address this in the next rev. after GGF14.


�There are 2 specs need to chose which is appropriate


�Still needs work


�Tom, we need to clarify this a bit.  The comma I removed created some ambiguity, but we’re (Latha and I) are not sure exactly what the intent of this is.


�Add MESSAGE reqt


�Is it R0601 or R0611. Seems like R0611 to me.


�I’m not clear here – are we mandating this with this sentence?  If so, should this be phrased as a MUST?


�Is this too restrictive? What about situations where we perform anon. queries against registries, for example? 


�Should this be a MUST?


�Fix-up needed here….


�Still need to fix this :0)


�Description needs to be updated


�Additional MESSAGE target requirements


Additional INSTANCE requirements


�Scrub appendix B


�Update based on earlier edits to scope section.  Refer to WS-I basic profile scope of profile


�Need GGF full copyright….


�Ambiguous: could refer to metadata element of EPR.  Also, do we want to say simply “the latest:” WSA draft?


�Do we want to say this?


�URL error?


�OK??


�This need to be updated.
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