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Abstract

The growing number of Web services specifications makes it important to understand and define the interaction and use of these specifications to ensure interoperability.  The WS-I Basic Security Profile 1.0 [WS-I BSP 1.0] and the WS-I SAML Token Profile 1.0 [WS-I SAML 1.0] define a collection of normative profiles that provide guidance on issues of interoperability for secure communication of basic Web services based on such specifications.

In the wider technical domain of distributed system management and grid computing, the OGSA WSRF Basic Profile 1.0 [OGSA WSRF Basic Profile] provides the first normative profile, addressing issues regarding the addressing, modeling and management of WS-Resources, but it does not address the details of the security aspects of interoperability issues.

Therefore, in order to ensure the secure and interoperable interaction of Web services in the context of distributed resource management and grid computing, we define here the OGSA Basic Security Profile 1.0 – Secure Channel, a profile which is intended to be used along with one of the OGSA Basic Profiles, such as the OGSA WSRF Basic Profile 1.0 [OGSA WSRF Basic Profile].

The OGSA Basic Security Profile 1.0 – Secure Channel described in this document is an OGSA Recommended Profile as Proposed Recommendation as defined in the OGSA Profile Definition [OGSA Profile Definition]. The OGSA Basic Security Profile 1.0 – Secure Channel describes uses of widely accepted specifications that have been found to enable interoperability.  The specifications considered in this profile are specifically those associated with security of Web Services: WS-I Basic Security Profile 1.0 [WS-I BSP 1.0] and WS-I SAML Token Profile 1.0 [WS-I SAML 1.0].  The requirements stated in this profile are on security mechanisms for communications, authentication of peer entities, and conformance of security tokens; they define profiles to ensure security of OGSA services in an unsafe environment such as the Internet.
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1 Introduction

This document defines the OGSA Basic Security Profile 1.0 – Secure Channel (hereafter, "the Profile").  The words, “Secure Channel”, mean a secure transport layer protocol with the mutual authentication, integrity and confidentiality attributes.  The Profile defines evolving institutional Web services security profile along with clarifications, refinements, interpretations and amplifications of those specifications that promote interoperability among implementations of those specifications in the context of OGSA services.  
Section 1 introduces the Profile, and explains its relationships to other profiles.

Section 2, "Profile Conformance," explains what it means to be conformant to the Profile. 

Each subsequent section addresses a component of the Profile, and consists of two parts: an overview detailing the component profiles and their extensibility points, followed by subsections that address individual parts of the component profiles. Note that there is no relationship between the section numbers in this document and those in the referenced profiles. 
1.1 Profile Overview
The Profile is intended for use when securing interactions between services that are concerned with distributed resource management, grid computing, or other purposes that involve the modeling and management of stateful entities as profiled by one of the OGSA Basic Profiles, such as the OGSA WSRF Basic Profile 1.0 [OGSA WSRF Basic Profile].

These services can benefit from the use of security mechanisms for communication and token formats defined in the WS-I Basic Security Profile 1.0 [WS-I BSP 1.0] and the WS-I SAML Token Profile 1.0 [WS-I SAML 1.0].  The Profile defines a set of conformance statements in order to ensure interoperability when using transport layer security for secure interactions between these services based on those profiles.  A service implementation conformant with the Profile along with the OGSA WSRF Basic Profile 1.0 may be said to be an “implementation of the OGSA Basic Security Profile 1.0 – Secure Channel” as well as an “implementation of the OGSA WSRF Basic Profile 1.0”.
The primary issues addressed in the profile are as follows:

· Mutual 
· Authentication. The Profile mandates the use of a mutually authenticated connection for an interaction with Web services.
· Integrity. The Profile mandates the use of an integrated connection for an interaction with Web services.
· Confidentiality. The Profile mandates the use an confidential connection for an interaction with Web services..
· Key Information Exchange. The Profile specifies how a key information is bound to an endpoint reference and how it exchanged.
This is not a complete list; see the sections that follow for details.
Although the WS-I Basic Security Profile defines a security mechanism based on Web Services Security: SOAP Message Security 1.0 [WS-Security] (Message Level Security), the Profile does not specify anything on the use of it.  It is out of scope of the Profile except security tokens and security token reference. Another security profile is expected to be defined for it. 
1.2 Relationships to Other Profiles

This Profile extends the WS-I Basic Profile 1.1 [WS-I BP 1.1], the WS-I Basic Security Profile 1.0 [WS-I BSP 1.0] and the WS-I SAML Token Profile 1.0 [WS-I SAML 1.0].  All requirements specified in WS-I BP 1.1, WS-I BSP 1.0 and WS-I SAML 1.0 pertain to this Profile.
The Profile addresses the security aspects of interoperability issues of OGSA services, which are profiled by one of the OGSA Basic Profiles, such as the OGSA WSRF Basic Profile 1.0. Thus the Profile should be used in conjunction with such an OGSA Basic Profile.

In situations that do not require a mutually authenticated communication channel, another Basic Security Profile, titled the OGSA Basic Security Profile 1.0 – Anonymous Channel, may be used in stead of the Profile..

1.3 Notational Conventions 

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC2119 [RFC2119].

Normative statements of requirements in the Profile are presented in the manner detailed in the WS-I Basic Profile 1.1 Conformance Requirements section.

Both requirement statements and extensibility statements can be considered namespace-qualified.

This specification uses a number of namespace prefixes throughout; their associated URIs are listed below. Note that the choice of any namespace prefix is arbitrary and not semantically significant.
Table 1 Namespaces used by OGSA Security Profile – Secure Channel 1.0

	Prefix
	Namespace

	
	

	soap
	http://schemas.xmlsoap.org/soap/envelope

	wsdl
	http://schemas.xmlsoap.org/wsdl

	xsd
	http://www.w3.org/2001/XMLSchema

	xsi
	http://www.w3.org/2001/XMLSchema-instance

	wsa
	http://www.w3.org/2005/03/addressing

	wsse
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd


	xenc
	http://www.w3.org/2001/04/xmlenc#

	ogsa-bsp
	http://www.ggf.org/namespaces/2005/08/OGSABasicSecurityProfile-1.0.xsd


This Profile uses a number of special terms to refer to referenced specifications.

· Basic-Security-Profile – WS-I Basic Security Profile 1.0 [WS-I BSP 1.0]
· SAML-Token-Profile – WS-I SAML Token Profile 1.0 [WS-I SAML 1.0]
· HTTP-TLS – HTTP Over TLS [HTTP-TLS]

· TLS-Protocol – The TLS Protocol Version 1.0 [TLS 1.0]
· WS-Security – Web Services Security: SOAP Message Security 1.0 [WS-Security]
· 
· WS-Addressing – Web Services Addressing 10 – Core [WS-Addressing]
1.4 Profile Identification and Versioning 

Profile identification and versioning uses the style described in WS-I Basic Profile 1.1 and abides by the normative descriptions contained therein. The name of this Profile is ”OGSA Basic Security Profile – Secure Channel” and its version number is ”1.0. ”
2 Profile Conformance 

Conformance to the Profile is defined normatively in WS-I Basic Profile 1.1.  This Profile abides by those definitions.

2.1  Conformance Targets 

Since the Profile is an extension of the WS-I Basic Profile 1.1 it may place further restrictions on conformance targets defined in WS-I Basic Profile 1.1.  Further, this specification defines an additional conformance target called ENDPOINTREFERENCE.

The following conformance targets are used in the Profile:

· ENDPOINTREFERENCE – the serialization of the wsa:EndpointReference element and its content

· ENVELOPE – the serialization of the soap:Envelope element and its content (from WS-I Basic Profile 1.1)

· INSTANCE – software that implements a wsdl:port (from WS-I Basic Profile 1.1, without “bindingTemplate” from the namespace urn:uddi-org:api_v2) 

· CONSUMER – software that invokes an INSTANCE (from WS-I Basic Profile 1.1) 

· SENDER – software that generates a particular message according to the protocol(s) associated with that message (from WS-I Basic Profile 1.1) 

· RECEIVER – software that consumes a message according to the protocol(s) associated with that message (e.g., SOAP processors) (from WS-I Basic Profile 1.1) 

· SECURE_ENVELOPE – a SOAP envelope that contains sub-elements that have been subject to integrity and/or confidentiality protection. (from WS-I Basic Security Profile 1.0)
· SECURITY_HEADER – an element included as a child of soap:Envelope/soap:Header and named wsse:Security. (from WS-I Basic Security Profile 1.0)
· SECURITY_TOKEN_REFERENCE – an element included as a descendant of a SECURITY_HEADER or an encrypted data element and is named wsse:SecurityTokenReference.  The encrypted data element is an element named xenc:EncryptedData which is referenced by an element named xenc:ReferenceList that is a child of either an element included as a child of a SECURITY_HEADER and named xenc:EncryptedKey or an element named xenc:ReferenceList that is a child of a SECURITY_HEADER.
· SECURITY_TOKEN – either a security token defined in a security token profile that is either a child of a SECURITY_HEADER or a child of a wsse:Embedded element in a SECURITY_TOKEN_REFERENCE, or a security token defined in a security token profile that is external to a SECURE_ENVELOPE.
2.2 Claiming Conformance 

Claims of conformance to the Profile are the same as normatively described in WS-I Basic Profile 1.1.

The conformance claim URI for this Profile is http://www.ggf.org/namespaces/2005/08/OGSABasicSecurityProfile-1.0-SecureChannel
This Profile is conform to OGSA Basic Security Profile defined in OGSA WSRF Basic Profile 1.0.  Thus this Profile also exposes the following conformance claim URI for OGSA Basic Security Profile: http://www.ggf.org/namespaces/2005/07/OGSABasicSecurity-1.0.
3 Basic Security Profile

This section of the Profile incorporates the following specification by reference, and defines extensibility points within it:

· Basic Security Profile Version 1.0 [WS-I BSP 1.0] Extensibility points:

· E0301 – TLS Ciphersuites – TLS allows for the use of arbitrary encryption algorithms.

· E0302 – TLS Extensions – TLS allows for extensions during the handshake phase.
· E0303 – SSL Ciphersuites – SSL allows for the use of arbitrary encryption algorithms.
· E0304 – Security Tokens – Security tokens may be specified in additional security token profiles.
· E0305 – Certificate Authority – The choice of the Certificate Authority is a private agreement between parties.
· E0306 – Certificate Extensions – X.509 allows for arbitrary certificate extensions.
3.1 Secure Communication

The Profile defines a set of conformance statements for the use of TLS (Transport Layer Security) as a mean of securing communication.  The objective of the use of this security mechanism is to secure interactions between services and this Profile places the following constraints on the use of it.

3.1.1 Using Transport Layer Security as a mean of Secure Communication
All messages are subject to interference and corruption during transmission. To mitigate the risks of intentional or accidental modification to, or disclosure of, message data, the Profile defines the following constraints with regard to transmitting messages.
R0301 An INSTANCE MUST support Transport Layer Security as profiled in the section 3.2 of this Profile.

R0302 A CONSUMER MUST MUST support Transport Layer Security as profiled in the section 3.2 of this Profile.
3.2 Transport Layer Security

The Profile defines a profile for the use of TLS as an underlying protocol for message transmission.  The Profile places the following constraints on the use of it.

3.2.1 SSL and TLS

When using the TLS protocol as an underlying protocol for message transmission, the Profile places the following constraints on the use of it.

R0303 When establishing an HTTP connection with Transport Layer Security a SENDER MUST use HTTP over TLS as profiled by Basic-Security-Profile section 4 and section 10.

R0304 When establishing an HTTP connection with Transport Layer Security a RECEIVER MUST use HTTP over TLS as profiled by Basic-Security-Profile section 4 and section 10.

R0305 When establishing a non-HTTP connection with Transport Layer Security a SENDER MUST use the SSL or TLS-Protocol and be compliant with Basic-Security-Profile section 4 and section 10.

R0306 When establishing a non-HTTP connection with Transport Layer Security a RECEIVER MUST use the SSL or TLS-Protocol and be compliant with Basic-Security-Profile section 4 and section 10.
3.2.2 Key Information Exchange

Before establishing a secure communication, a key information of an instance needs to be exchanged to the consumer. The referenced specifications do not state anything on how to exchange such a key between an instance and a consumer.  Therefore, the Profile defines key information exchange by using the Metadata element in the EndpointReference of the WS-Addressing in the Appendix D.  The Profile places the following constraints on the use and the exchange of key information.

R0326 Before establishing a secure communication an INSTANCE SHOULD provide the key information of itself to the CONSUMER.

R0327 When exchanging a key information with an ENDPOINTREFERENCE, the ENDPOINTREFERENCE SHOULD include an ogsa-bsp:EndpointKeyInfo element as defined in the Appendix D.
3.3 Authentication

In order to provide both authorization and auditing of both parties in an interaction, this Profile requires mutually authenticated Web Services communication.
3.3.1 Authentication

The Profile requires that there be no anonymous communication.  To ensure interoperability, X.509 certificate-based authentication is recommended.

This profile places the following constraints on authentication.

R0317 When establishing a secure communication, a CONSUMER MUST authenticate itself as part of the TLS connection.
R0318 When establishing a secure communication, an INSTANCE MUST authenticate itself as part of the TLS connection. 

3.4 Security Token

The Basic-Security-Profile and SAML-Token-Profile defines profiles to handle security tokens in SOAP messages to ensure interoperability.  The Profile requires compliance with these specifications when communicating security tokens.

3.4.1 Token Format Compliance

The Profile defines a set of conformance statements to handle security tokens in SOAP messages to ensure interoperability.  The Profile mandates that all security tokens used in a message must comply with the Basic-Security-Profile.
R0321 When a SECURITY_TOKEN is included in an SECURE_ENVELOPE or ENVELOPE, the SECURITY_TOKEN MUST comply with the Basic Security section 5.

3.4.2 Communication of assertions

Senders may send assertions that can be used for policy decisions, such as access control decisions.  The Profile requires that the assertions must be an X.509 attribute certificates.  When using an X.509 attribute certificate for communicating an assertion the Profile requires the senders and the receivers to adhere to the Profile when sending assertions.
R0322 When communicating an assertion a SENDER MUST include an assertion in the message as a security token in a form of an X.509 attribute certificate or a SAML attribute assertion.
R0323 When communicating X.509 attribute certificates, a SENDER MUST comply with Basic Security Profile section 7.

R0324 When communicating X.509 attribute certificates, a RECEIVER MUST comply with Basic Security Profile section 7. 
4 SAML Token Profile 1.0

This section of the Profile incorporates the following specification by reference, and defines extensibility points within it:

· SAML Token Profile 1.0 [WS-I SAML 1.0]
· No extensibility points
4.1 Security Token

The SAML-Token-Profile defines a set of conformance statements to handle security tokens in SOAP messages to ensure interoperability.  The Profile requires compliance with these specifications when communicating security tokens.

4.1.1 Communication of assertions

Senders may send assertions that can be used for policy decisions, such as access control decisions, by receivers of SOAP messages.  The Profile requires that assertions must be SAML assertions or X.509 attribute certificates.  When using a SAML Token for communicating an assertion the Profile requires the senders and the receivers to adhere to SAML-Token-Profile.
R0325 When communicating a SAML assertion, a SECURITY_TOKEN_REFERENCE MUST comply with SAML-Token-Profile.
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Appendix A. Referenced Specifications

The following specifications' requirements are incorporated into the Profile by reference, except where superseded by the Profile:

· Web Services Security: SOAP Message Security 1.0 [WS-Security] 
· XML-Signature Syntax and Processing [XML-Signature]

· Basic Profile 1.1 [WS-I BP 1.1] 

· Basic Security Profile Version 1.0 [WS-I BSP 1.0] 

· SAML Token Profile 1.0 [WS-I SAML 1.0]

· HTTP Over TLS [HTTP-TLS]

· The TLS Protocol Version 1.0 [TLS 1.0]

Appendix B. Extensibility Points

This section identifies extensibility points for the Profile's component specifications.  These mechanisms are out of the scope of the Profile; their use may affect interoperability, and may require private agreement between the parties to a Web service.

In WS-I Basic Security Profile 1.0 [WS-I BSP 1.0]: 

· E0301 – TLS Cyphersuites – TLS allows for the use of arbitrary encryption algorithms.

· E0302 – TLS Extensions – TLS allows for extensions during the handshake phase.

· E0303 – SSL Ciphersuites – SSL allows for the use of arbitrary encryption algorithms
· E0304 – Security Tokens – Security tokens may be specified in additional security token profiles.
· E0305 – Certificate Authority – The choice of the Certificate Authority is a private agreement between parties.
· E0306 – Certificate Extensions – X.509 allows for arbitrary certificate extensions

Appendix C. OGSA Basic Security Profile 1.0 Schema

This section contains the normative XML Schema definitions described in this document. The definitions in this section MUST be considered normative.

<?xml version="1.0" encoding="UTF-8"?>
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-->

<xsd:schema 

  xmlns="http://www.w3.org/2001/XMLSchema"

  xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"
  xmlns:wsa="http://www.w3.org/2005/03/addressing"

  xmlns:ogsa-bsp="http://www.ggf.org/namespaces/2005/08/OGSABasicSecurityProfile-1.0.xsd"

  elementFormDefault="qualified"

  attributeFormDefault="unqualified" 

  targetNamespace=
"http://www.ggf.org/namespaces/2005/08/OGSABasicSecurityProfile-1.0.xsd" >

  <xsd:import

    namespace="http://www.w3.org/2000/09/xmldsig#"
    schemaLocation="http://www.w3.org/2000/09/xmldsig#" />
  <xsd:import

    namespace="http://www.w3.org/2005/03/addressing"

    schemaLocation="http://www.w3.org/2005/03/addressing/" />
  <xsd:element name="EndpointKeyInfo"
               type="ds:KeyInfoType" />
</xsd:schema>

Appendix D. Key Information Exchange Normative Description

D.1 Introduction

This appendix defines key information exchange for message-level security by using the Metadata element in the EndpointReference in the WS-Addressing specification.

D.2 Use cases

The followings are use cases that the Profile specified in the appendix cover:

· When a client wants to send any encrypted message to a service, it will have to know the key associated with that service.

· When a client wants to make a policy decision regarding whether or not it wants a certain service to serve its request, it has to know the service's key-info.

D.3 Namespaces

This appendix uses the following namespaces:

Table 2 Namespaces used in definition of Key Information Exchange

	Prefix
	Namespace

	wsa
	http://www.w3.org/2005/03/addressing

	ds
	http://www.w3.org/2000/09/xmldsig#

	wsse
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd

	ogsa-bsp
	http://www.ggf.org/namespaces/2005/08/OGSABasicSecurityProfile-1.0.xsd


This note also uses the following entity references to ease the description of the URIs:

Table 3 Entity references

	Entity reference
	Definition

	&wsse;
	http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd

	&ogsa-bsp;
	http://www.ggf.org/namespaces/2005/08/OGSABasicSecurityProfile-1.0.xsd


D.4 Example

The following shows an example which the Profile is intended to define.

(01) <wsa:EndpointReference>

(02)   <wsa:Address>

(03)     http://www.example.org/some/path

(04)   </wsa:Address>

(05)   <wsa:Metadata>

(06)     <ogsa-bsp:EndpointKeyInfo>

(07)       <wsse:SecurityTokenReference 

                 wsse:Usage="&ogsa-bsp;#signature">

(08)         <wsse:Reference URI="#token1"/>

(09)       </wsse:SecurityTokenReference>

(10)       <wsse:SecurityTokenReference 

                 wsse:Usage="&ogsa-bsp;#encryption">

(11)         <wsse:Embedded>

(12)           <wsse:BinarySecurityToken 
                     ValueType="&wsse;X509PKIpathv1">

(13)                     MIIC.....

(14)           </wsse:BinarySecurityToken>

(15)         </wsse:Embedded>

(16)       </wsse:SecurityTokenReference>

(17)     </ogsa-bsp:EndpointKeyInfo>

(18)   </wsa:Metadata>

(19) </wsa:EndpointReference>

(01)-(19) An example wsa:EndpointReference

(06)-(17) An example of ogsa-bsp:EndpointKeyInfo element is shown.  The actual key information contained in the ogsa-bsp:EndpointKeyInfo element is bound to the endpoint specified by the enclosing wsa:EndpointReference.

(07)-(09) An example of actual key information is shown.  The key is expressed by using wsse:SecurityTokenReference and the wsse:Usage attribute shows that the key should be used for signature.  The key data is referenced by the same document reference, "#token1".

(10)-(16) Another example of key information is shown.  The key is also expressed by using wsse:SecurityTokenReference, but the actual key data is embedded in the element as a wsse:BinarySecurityToken in wsse:Embedded. The usage of the key is specified as encryption by the wsse:Usage attribute.

D.5 Infoset

The following paragraphs provide the descriptions or definitions of the infosets referenced by or defined in this appendix.

· /wsa:EndpointReference/wsa:Metadata:

WS-Addressing defines an optional wsa:Metadata element which is used to hold metadata that is relevant to the interaction with the endpoint.

· /wsa:EndpointReference/wsa:Metadata/osga-bsp:EndpointKeyInfo:

The ogsa-bsp:EndpointKeyInfo is defined as a ds:KeyInfoType which is defined in the XML-Signature specification to contain generic key information.  In this Profile, the element is used to specify key information that should be used to interact with the endpoint.

· /wsa:EndpointReference/wsa:Metadata/ogsa‑bsp:EndpointKeyInfo/wsse:SecurityTokenReference:

Although the XML-Signature specification defines various types of elements which are intended to be used as child elements of the ds:KeyInfoType element and the specification also allows the ds:KeyInfoType element to have arbitrary types of elements in its content, this Profile mandates the use of wsse:SecurityTokenReference elements under the ogsa-bsp:EndpointKeyInfo element.

· /wsa:EndpointReference/wsa:Metadata/ogsa‑bsp:EndpointKeyInfo/wsse:SecurityTokenReference/@wsse:Usage:

WS-Security defines this optional attribute which is used to type the usage of the wsse:SecurityTokenReference element.

This Profile defines the following values for the @wsse:Usage attribute to specify the usage of the key referenced by the wsse:SecurityTokenReference:

Table 4 Usage attribute values

	Value
	Usage

	&ogsa-bsp;#encryption
	Encryption key needed to interact with the endpoint.

	&ogsa-bsp;#signature
	Signature verification key needed to interact with the endpoint.


Absence of this attribute means that the key can be used for both encryption and signature verification.

Implementations which create the key-info data MUST NOT set an inconsistent value with the usage in the referenced key to this @wsse:Usage attribute.  For example, if the KeyUsage certificate extension of an X.509 public key certificate is marked as CRITICAL and set to Signing, then an implementation MUST NOT set &ogsa-bsp;#encryption to the @wsse:Usage attribute.  (Thus, in this case, the certificate cannot be used as an encryption key.)

Implementations which detect an inconsistency between the value of @wsse:Usage attribute and the usage specified in the referenced key itself MUST report an error and MUST NOT use the key for the usage specified by the @wsse:Usage attribute.

D.6 Schema

The following schema fragment defines the ogsa-bsp:EndpointReference element that is referenced in this appendix.

  <?xml version="1.0" encoding="UTF-8"?>

  <xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema" 

xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

    xmlns:ogsa-bsp="&ogsa-bsp;" 

    targetNamespace="&ogsa-bsp;">

      <!-- definition of the EndpointKeyInfo element -->

      <xsd:element name="EndpointKeyInfo" type="ds:KeyInfoType"/>

  </xsd:schema>   

D.7 Interoperability

To ensure interoperability, a wsse:SecurityTokenReference element MUST conform to the requirements defined in section 4.2 of the WS-I Basic Profile 1.0 document (SecurityTokenReferences).

To ensure interoperability, if the wsse:BinarySecurityToken refers to or embeds an X.509 certificate, the wsse:BinarySecurityToken MUST conform to the requirements defined in chapter 6 of WS-I Basic Profile 1.0 (X.509 Certificate Token Profile).
Appendix E. Referenced Specification Status and Adoption Level Classification

The classification of this Profile’s referenced specifications at the time of writing is shown in Table 5. 

Table 5 Status of specifications referenced by OGSA Basic Security Profile 1.0 - Secure Channel
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�TI-1663


�Divide it into two, integrity and confidentiality …  cause these two is addressed in the first paragraph of this chapter and it is more comprehensive …


�Add the KeyInfo format in the list 


�TI-1663


�It is not referred in the Profile – so it can be dropped 


�It is not referred in the profile except for the key info appendix (key info appendix has its own table)  so it can be dropped


�Need conformance statement for this.


�Check if we still need this statement.


�Table 5 needs update (page 21)


This profile does not depend on WS-RP, WS-RL, WS-BP, WS-N, and


SchemaCentiricCanonicalization.[Hiro-(14)]
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