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Abstract

This document provides a complete description of the VOMS AC format, both syntax and semantics. It also describe the related extensions that must be used in a proxy certificate to make it fully VOMS-compliant.
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1. Introduction

This document is a companion to the “Attributes used in OGSA Authorization” GWD 57 [OGSI-Authz-Attrs] and also requires knowledge of RFC 3281, RFC 3280, RFC 3820, and assumes that the reader is familiar with those documents, though to simplify understanding, part of the information from those documents will be duplicated here.
Attribute Certificates (ACs) provide a standardized method to associate a set of attributes to an identity.  However, they may be created in thousand of different ways and so it becomes necessary to also have a complete description of the format of an AC before you can use it.

The aim of this document is to provide a complete specification of the Attribute Certificates (AC) generated by VOMS, to simplify and insure interoperability about services that need to parse and interpret them.
Section 2 will give a very brief account of conventions and abbreviations used in this specification, Section 3 will document the format of the AC, while section 4 will document how ACs are included in a proxy certificate. Section 5 will present a (non-normative) example of a proxy containing VOMS informations.  Finally, section 6 will briefly talk about security considerations.
2. Conventions used in this Specification

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC-2119 [RFC2119].

The following abbreviations will also be used: AC (Attribute Certificate), AA (Attribute Authority), PKC (Public Key Certificate), FQHN (Fully Qualified Host Name)
3. AC Format

This is the general format of an AC as defined by RFC 3281. Customizations used by VOMS will be discussed in individual subsections.  Everything not specifically mentioned here is intended to be in accordance with RFC 3281.
AttributeCertificate ::= SEQUENCE {

  acinfo              AttributeCertificateInfo,

  signatureAlgorithm  AlgorithmIdentifier,

  signatureValue      BIT STRING

}

AttributeCertificateInfo ::= SEQUENCE {

  version                AttCertVersion,

  holder                 Holder,

  issuer                 AttCertIssuer,

  signature              AlgorithmIdentifier,

  serialNumber           CertificateSerialNumber,

  attrCertValidityPeriod AttCertValidityPeriod,

  attributes             SEQUENCE OF Attribute,

  issuerUniqueID         UniqueIdentifier OPTIONAL,

  extensions             Extensions OPTIONAL

}

AttCertVersion ::= INTEGER { v2(1) }

Holder ::= SEQUENCE {

  baseCertificateID   [0] IssuerSerial OPTIONAL,

  entityName          [1] GeneralNames OPTIONAL,

  objectDigestInfo    [2] ObjectDigestInfo OPTIONAL

}
AttCertIssuer ::= CHOICE {

  v2Form   [0] V2Form

}

V2Form ::= SEQUENCE {

  issuerName            GeneralNames  OPTIONAL,

  baseCertificateID     [0] IssuerSerial  OPTIONAL,

  objectDigestInfo      [1] ObjectDigestInfo  OPTIONAL

}

IssuerSerial  ::=  SEQUENCE {

  issuer         GeneralNames,

  serial         CertificateSerialNumber,

  issuerUID      UniqueIdentifier OPTIONAL

}

AttCertValidityPeriod  ::= SEQUENCE {

  notBeforeTime  GeneralizedTime,

  notAfterTime   GeneralizedTime

}

Attribute ::= SEQUENCE {

  type      AttributeType,

  values    SET OF AttributeValue

  -- at least one value is required

}

AttributeType ::= OBJECT IDENTIFIER

AttributeValue ::= ANY DEFINED BY AttributeType

3.1 Holder

3.1.1 Syntax
The holder of a VOMS AC MUST always be an X.509 PKC.  As a consequence of this, in VOMS ACs the only admissible choice for the field is the baseCertificateID, while entityName and objectDigestInfo MUST be absent. This means that the IssuerSerial structure MUST be used for this field.

3.1.2 Semantics

The issuer and serial fields MUST be copies of those in the holder’s PKC, while the issuerUID field is usually empty.  It MUST be present if and only if it is also present in the holder's PKC, and in this case they MUST have the same value. Note that RFC 3280 says that conforming implementations of PKCs SHOULD NOT use this field, but that implementations SHOULD be capable to handle it.
Note that the holder here is the user’s own PKC, and NOT the proxies he may use.

3.2 AttCertIssuer

3.2.1 Syntax

RFC 3281 requires that the V2Form MUST be used to specify this field.  Furthermore, it requires that only the issuerName field be used and that it MUST contain just one GeneralName, which in turn must contain only a single distinguished name in its dir field.

3.2.2 Semantics

The included distinguished name MUST be the distinguished name of the issuer’s own PKC.  This in turn requires that the issuer’s PKC MUST have a non-empty distinguished name, as required by RFC 3281.

3.3 AttCertValidityPeriod
3.3.1 Syntax & Semantics
This is a standard validity field.  Its values should be expressed in UTC format, with seconds always included.

3.4 Attribute

This is the core of the AC, where the important data actually is.  The following subsections will describe the attributes that are used by VOMS.  Further attributes than those defined here MAY be present and, if so, conforming application MAY choose to ignore them.
The attributes Role and Group defined in RFC 3281 SHOULD NOT be used.  Instead a new attribute, FQAN (see below) is defined.

3.4.1 Attribute Fully Qualified Attribute Name (FQAN)
3.4.1.1 Syntax
This attribute uses the following syntax:
name         : voms-attribute

OID          : { voms 4 }

syntax       : IetfAttrSyntax

values       : Multiple not allowed

where voms is the OID 1.3.6.1.5.3004.100.100, reserved for VOMS uses. IetfAttrSyntax is defined in RFC 3280 and reprinted here for convenience:
IetfAttrSyntax ::= SEQUENCE {

  policyAuthority [0] GeneralNames    OPTIONAL,

  values SEQUENCE OF CHOICE {

    octets    OCTET STRING,

    oid       OBJECT IDENTIFIER,

    string    UTF8String

  }

}

The policyAuthority field of the IetfAttrSyntax MUST be present and MUST contain an encoding of both the VO to which the AC issuer belongs and the server which generated this particular attribute, in the following format:  <vo name>://<fqhn>:<port>, where the characters ‘<’ and ‘>’ are only used to highlight the field names and should not be used in the actual encoding.
This attribute MUST be present in a conforming AC.  If multiple values are needed (and usually they are), they can be encoded in the values SEQUENCE.  The octets encoding of values MUST be used.
3.4.1.2 Semantics

This attribute encodes the position of the Holder inside the VO.  A Holder may be a member of several groups, and he may hold a special role inside some of his groups.  

Groups are organized in a tree structure, meaning that a group may have subgroups, which in turn may have subgroups, etc…  The group name is then represented in the following way:
/<root group>/<subgroup>/…/<subgroup>

Where <root group> MUST be the name of the virtual organization.

Roles are not organized in a hierarchical structure. Ownership of a role is always associated to membership in a group.
All groups of which the Holder is a member are represented in the attribute, but no information on role ownership is represented unless the Holder specifically asked for it while contacting the Attribute Authority (AA).  This is indeed the main difference between groups and roles:  group membership is compulsory and cannot be denied, while role ownership is an optional thing that the holder may or may not want to be specified.

This information is encoded in a Fully Qualified Attribute Name (FQAN), in the following format:
<group name>/Role=<role name>/Capability=<capability name>

This syntax means that the user holds the role <role name> in the group <group name>.  If no specific role is held, the <role name> is NULL. The /Capability=<capability name> part is deprecated and will disappear in the future: conforming applications SHOULD be able to handle FQANs where it is absent and SHOULD NOT rely on its presence.
Future compatibility issue: It is possible that in the future a /Role=NULL component may be omitted in its entirety.  The same goes for a /Capability=NULL part.  Conforming applications SHOULD be prepared to handle these cases.

The order in which the FQANs are present in the attribute is significant, since it is the order in which the Holder wished the FQANs to be evaluated.  Conforming applications SHOULD be capable of accepting an unlimited number of FQANs, however if an application is not capable of this but is limited to accept only n, then they MUST be the first n present in this extension.  In particular, if an application can accept only one FQAN, then it MUST be the first one.
3.4.1.3 Examples
Examples of valid FQANs:

/cms/Role=NULL/Capability=NULL

/cms/Role=VO-Admin/Capability=NULL

/cms/Role=sgm/Capability=NULL

/cms/production/Role=NULL/Capability=NULL

/cms/production/Role=writer/Capability=NULL
/cms/analysis/Role=NULL/Capability=NULL

The same FQANs in the compact format:
/cms
/cms/Role=VO-Admin

/cms/Role=sgm

/cms/production

/cms/production/Role=writer

/cms/analysis

3.4.2 Attribute Tags
3.4.2.1 Syntax

The syntax of this attribute is:

name         : tags
OID          : { voms 9 }

syntax       : TagContainer
values       : Multiple not allowed

TagContainer ::= SEQUENCE OF TagList

TagList ::= SEQUENCE {

         policyAuthority GeneralNames,
         tags SEQUENCE OF Tag
       }

       Tag ::= SEQUENCE {

         name      OCTECT STRING

         value     OCTECT STRING

  qualifier OCTECT STRING
       }
The policyAuthority field follows the syntax as the homonymous field in the FQAN attribute and, if both attributes are present, the MUST be set to the same value.
3.4.2.2 Semantics
The intent of this attribute is to provide a way to specify attributes that do not map well in the group/role paradigm.  It allows for this by specifying a set of (name, value, qualifier) triples that could be used to describe almost everything.  

Not all conforming applications need to be understand the semantics associated to each Tag name. In such a case the tags may be safely ignored.

If multiple values need to be associated with a single name, it is possible to use several (name, value, qualifier) Tags with the same name, and possibly different qualifiers.  A name-specific syntax that encodes multiple values in a single pair is also allowed.  Conforming applications that are aware of a specific name MUST consider the two syntaxes as completely equivalent.  The same Tag MUST NOT appear more than once.
The policyAuthority is specific to each TagList object, and MUST indicate the name of the authority that is the source of the enclosed tags.
3.5 Extensions
Here will be defined the extensions that are defined for use into the VOMS AC.  Other extensions may still be present, but they MUST NOT be critical.
3.5.1 ACTarget

3.5.1.1 Syntax

      name           id-ce-targetInformation

      OID            { id-ce 55 }

      syntax         SEQUENCE OF Targets

      criticality    MUST be TRUE

      Targets ::= SEQUENCE OF Target

      Target  ::= CHOICE {

         targetName          [0] GeneralName,

         targetGroup         [1] GeneralName,

         targetCert          [2] TargetCert

      }

      TargetCert  ::= SEQUENCE {

         targetCertificate    IssuerSerial,

         targetName           GeneralName OPTIONAL,

         certDigestInfo       ObjectDigestInfo OPTIONAL

      }

When this extension is used targetName MUST be the chosen encoding. It must contain the URI of some resources, encoded in the IA5STRING format.

If this extensions is present, conforming applications MUST honor it.

3.5.1.2 Semantics

The intent of this extension is to be able to specify the exact set of targets where the AC can be accepted. Every other target SHOULD refuse should be refused regardless of everything else.  To this intent, the content of the extension is supposed to be a set of fully qualified domain names, indicating where verification of the AC can succeed.
3.5.2 NoRevAvail

3.5.2.1 Syntax

      name           id-ce-noRevAvail

      OID            { id-ce 56 }

      syntax         NULL (i.e. '0500'H is the DER encoding)

      criticality    MUST be FALSE

3.5.2.2 Semantics
The intent of this extension is to specify that CRL for the AA may not exist, and even should they exist they will NEVER refer to this AC
3.5.3 IssuerCerts

3.5.3.1 Syntax

      name           ac-cert-list

      OID            { voms 10 }

      syntax         X509_CERTS
      criticality    MUST be FALSE

     
     X509_CERTS ::= SEQUENCE OF X509Certificate
3.5.3.2 Semantics

This extension is meant to include the AA certificate and the whole certificate chain leading to it, up to and excluding the CA certificate that is expected to be on the evaluator’s machine (typically, the root CA).

If this extension is present, the evaluator MAY choose to use this certificate to verify the AC, but it is suggested that the evaluator has some other method to know that this certificate identifies a trusted AA.
3.6 IssuerUniqueID

This field should be present if and only if it is also present in the issuer’s certificate, in which case the two MUST be identical

4. VOMS compliant proxy certificates
ACs, once created, need to be available to application that must evaluate them.  To both maintain the single login feature of the grid, and to let the user choose what ACs to present to an application, the best thing is to include them in the proxy certificate.  The intent of this section is to show how this is done.
Here will be defined the extensions that are defined in VOMS-compliant proxies.  Other extensions may be used at will.
4.1 AC Sequence

4.1.1 Syntax

name: acseq

OID: { voms 5 }

Syntax: acSequence

acSequence = SEQUENCE OF AttributeCertificate
4.1.2 Semantics

This is the way to include ACs generated by VOMS inside a certificate.  They should be included in the order in which they were requested.  Conforming applications that are not capable of accepting multiple ACs SHOULD at least accept the first, the “Default” VO.
4.2 KeyUsage extension
Though not necessary, empirical tests have shown that proxies lacking this extension may not successfully be used between different versions of globus.  For this reason, this extension SHOULD always be present.

4.3 Obsolete Extensions

Due to compatibility with old, pre-AC version of VOMS, it is possible to find in VOMS proxies extensions with OID 1.3.6.1.4.1.8005.100.100.6 and 1.3.6.1.4.1.8005.100.100.1.  These are obsolete now and can be safely ignored.  For this reason, their syntax and semantics is not documented.
5. Non-normative example
This section will present an example of a proxy certificate containing an AC issued by VOMS.  Please note that for simplicity, this is a Globus Toolkit 2-compatible proxy certificate.
   0 1717: SEQUENCE {

   4 1566:   SEQUENCE {

   8    1:     INTEGER 1

  11   79:     SEQUENCE {

  13   77:       [0] {

  15   71:         SEQUENCE {

  17   69:           [4] {

  19   67:             SEQUENCE {

  21   11:               SET {

  23    9:                 SEQUENCE {

  25    3:                   OBJECT IDENTIFIER countryName (2 5 4 6)

  30    2:                   PrintableString 'IT'

         :                   }

         :                 }

  34   13:               SET {

  36   11:                 SEQUENCE {

  38    3:                   OBJECT IDENTIFIER organizationName (2 5 4 10)

  43    4:                   PrintableString 'INFN'

         :                   }

         :                 }

  49   37:               SET {

  51   35:                 SEQUENCE {

  53    3:                   OBJECT IDENTIFIER commonName (2 5 4 3)

  58   28:                   PrintableString 'INFN Certification Authority'

         :                   }

         :                 }

         :               }

         :             }

         :           }

  88    2:         INTEGER 4033

         :         }

         :       }

  92   96:     [0] {

  94   94:       SEQUENCE {

  96   92:         [4] {

  98   90:           SEQUENCE {

 100   11:             SET {

 102    9:               SEQUENCE {

 104    3:                 OBJECT IDENTIFIER countryName (2 5 4 6)

 109    2:                 PrintableString 'IT'

         :                 }

         :               }

 113   13:             SET {

 115   11:               SEQUENCE {

 117    3:                 OBJECT IDENTIFIER organizationName (2 5 4 10)

 122    4:                 PrintableString 'INFN'

         :                 }

         :               }

 128   13:             SET {

 130   11:               SEQUENCE {

 132    3:                 OBJECT IDENTIFIER organizationalUnitName (2 5 4 11)

 137    4:                 PrintableString 'Host'

         :                 }

         :               }

 143   13:             SET {

 145   11:               SEQUENCE {

 147    3:                 OBJECT IDENTIFIER localityName (2 5 4 7)

 152    4:                 PrintableString 'CNAF'

         :                 }

         :               }

 158   30:             SET {

 160   28:               SEQUENCE {

 162    3:                 OBJECT IDENTIFIER commonName (2 5 4 3)

 167   21:                 PrintableString 'datatag6.cnaf.infn.it'

         :                 }

         :               }

         :             }

         :           }

         :         }

         :       }

 190   13:     SEQUENCE {

 192    9:       OBJECT IDENTIFIER md5withRSAEncryption (1 2 840 113549 1 1 4)

 203    0:       NULL

         :       }

 205    3:     INTEGER 4506457

 210   34:     SEQUENCE {

 212   15:       GeneralizedTime 27/04/2006 16:22:54 GMT

 229   15:       GeneralizedTime 28/04/2006 04:22:54 GMT

         :       }

 246   97:     SEQUENCE {

 248   95:       SEQUENCE {

 250   10:         OBJECT IDENTIFIER '1 3 6 1 4 1 8005 100 100 4'

 262   81:         SET {

 264   79:           SEQUENCE {

 266   39:             [0] {

 268   37:               [6] 'certext://datatag6.cnaf.infn.it:50009'

         :               }

 307   36:             SEQUENCE {

 309   34:               OCTET STRING '/certext/Role=NULL/Capability=NULL'

         :               }

         :             }

         :           }

         :         }

         :       }

 345 1225:     SEQUENCE {

 349    9:       SEQUENCE {

 351    3:         OBJECT IDENTIFIER '2 5 29 56'

 356    2:         OCTET STRING, encapsulates {

 358    0:           NULL

         :           }

         :         }

 360   31:       SEQUENCE {

 362    3:         OBJECT IDENTIFIER authorityKeyIdentifier (2 5 29 35)

 367   24:         OCTET STRING, encapsulates {

 369   22:           SEQUENCE {

 371   20:             [0]

         :               AA C5 BB 3C E8 3B D2 00 49 50 D0 C3 5D 04 28 BF

         :               18 98 15 F4

         :             }

         :           }

         :         }

 393 1177:       SEQUENCE {

 397   10:         OBJECT IDENTIFIER '1 3 6 1 4 1 8005 100 100 10'

 409 1161:         OCTET STRING, encapsulates {

 413 1157:           SEQUENCE {

 417 1153:             SEQUENCE {

 421 1149:               SEQUENCE {

 425  869:                 SEQUENCE {

 429    3:                   [0] {

 431    1:                     INTEGER 2

         :                     }

 434    2:                   INTEGER 3148

 438   13:                   SEQUENCE {

 440    9:                     OBJECT IDENTIFIER

         :                       sha1withRSAEncryption (1 2 840 113549 1 1 5)

 451    0:                     NULL

         :                     }

 453   67:                   SEQUENCE {

 455   11:                     SET {

 457    9:                       SEQUENCE {

 459    3:                         OBJECT IDENTIFIER countryName (2 5 4 6)

 464    2:                         PrintableString 'IT'

         :                         }

         :                       }

 468   13:                     SET {

 470   11:                       SEQUENCE {

 472    3:                         OBJECT IDENTIFIER

         :                           organizationName (2 5 4 10)

 477    4:                         PrintableString 'INFN'

         :                         }

         :                       }

 483   37:                     SET {

 485   35:                       SEQUENCE {

 487    3:                         OBJECT IDENTIFIER commonName (2 5 4 3)

 492   28:                         PrintableString 'INFN Certification Authority'

         :                         }

         :                       }

         :                     }

 522   30:                   SEQUENCE {

 524   13:                     UTCTime 17/05/2005 13:31:40 GMT

 539   13:                     UTCTime 17/05/2006 13:31:40 GMT

         :                     }

 554   90:                   SEQUENCE {

 556   11:                     SET {

 558    9:                       SEQUENCE {

 560    3:                         OBJECT IDENTIFIER countryName (2 5 4 6)

 565    2:                         PrintableString 'IT'

         :                         }

         :                       }

 569   13:                     SET {

 571   11:                       SEQUENCE {

 573    3:                         OBJECT IDENTIFIER

         :                           organizationName (2 5 4 10)

 578    4:                         PrintableString 'INFN'

         :                         }

         :                       }

 584   13:                     SET {

 586   11:                       SEQUENCE {

 588    3:                         OBJECT IDENTIFIER

         :                           organizationalUnitName (2 5 4 11)

 593    4:                         PrintableString 'Host'

         :                         }

         :                       }

 599   13:                     SET {

 601   11:                       SEQUENCE {

 603    3:                         OBJECT IDENTIFIER localityName (2 5 4 7)

 608    4:                         PrintableString 'CNAF'

         :                         }

         :                       }

 614   30:                     SET {

 616   28:                       SEQUENCE {

 618    3:                         OBJECT IDENTIFIER commonName (2 5 4 3)

 623   21:                         PrintableString 'datatag6.cnaf.infn.it'

         :                         }

         :                       }

         :                     }

 646  159:                   SEQUENCE {

 649   13:                     SEQUENCE {

 651    9:                       OBJECT IDENTIFIER

         :                         rsaEncryption (1 2 840 113549 1 1 1)

 662    0:                       NULL

         :                       }

 664  141:                     BIT STRING, encapsulates {

 668  137:                       SEQUENCE {

 671  129:                         INTEGER

         :                   00 C4 BD CA 54 73 C9 9C 39 C5 0F 1F E4 67 47 2C

         :                   3A A0 3D 6C 77 DA 4D 29 25 3C 5D 9F 66 6B 07 11

         :                   37 48 A9 84 B6 17 EA 43 29 44 D5 31 39 02 62 92

         :                   14 C0 D9 4D A2 56 3C 8B 45 73 8B 92 9E AA 3F 58

         :                   5D 5E F6 7B DC A6 D1 BF 73 E3 1B CD 5B DE BE D3

         :                   6F 17 9B F5 76 60 AB 6F BB 91 4F 60 FD BF A5 28

         :                   FF FB BB D6 01 75 EB 6C DA AF 3B AB 23 37 7D 3C

         :                   AB B2 41 EF 34 CF 51 56 CB AF 70 B1 31 1F 98 3D

         :                           [ Another 1 bytes skipped ]

 803    3:                         INTEGER 65537

         :                         }

         :                       }

         :                     }

 808  486:                   [3] {

 812  482:                     SEQUENCE {

 816   12:                       SEQUENCE {

 818    3:                         OBJECT IDENTIFIER

         :                           basicConstraints (2 5 29 19)

 823    1:                         BOOLEAN TRUE

 826    2:                         OCTET STRING, encapsulates {

 828    0:                           SEQUENCE {}

         :                           }

         :                         }

 830   14:                       SEQUENCE {

 832    3:                         OBJECT IDENTIFIER keyUsage (2 5 29 15)

 837    1:                         BOOLEAN TRUE

 840    4:                         OCTET STRING, encapsulates {

 842    2:                           BIT STRING 4 unused bits

         :                             '1111'B

         :                           }

         :                         }

 846   42:                       SEQUENCE {

 848    3:                         OBJECT IDENTIFIER extKeyUsage (2 5 29 37)

 853   35:                         OCTET STRING, encapsulates {

 855   33:                           SEQUENCE {

 857    8:                             OBJECT IDENTIFIER

         :                               serverAuth (1 3 6 1 5 5 7 3 1)

 867   10:                             OBJECT IDENTIFIER

         :                               serverGatedCrypto (1 3 6 1 4 1 311 10 3 3)

 879    9:                             OBJECT IDENTIFIER

         :                               serverGatedCrypto (2 16 840 1 113730 4 1)

         :                             }

         :                           }

         :                         }

 890   54:                       SEQUENCE {

 892    3:                         OBJECT IDENTIFIER

         :                           cRLDistributionPoints (2 5 29 31)

 897   47:                         OCTET STRING, encapsulates {

 899   45:                           SEQUENCE {

 901   43:                             SEQUENCE {

 903   41:                               [0] {

 905   39:                                 [0] {

 907   37:                                   [6] 'http://security.fi.infn.it/CA/crl.crl'

         :                                   }

         :                                 }

         :                               }

         :                             }

         :                           }

         :                         }

 946   23:                       SEQUENCE {

 948    3:                         OBJECT IDENTIFIER

         :                           certificatePolicies (2 5 29 32)

 953   16:                         OCTET STRING, encapsulates {

 955   14:                           SEQUENCE {

 957   12:                             SEQUENCE {

 959   10:                               OBJECT IDENTIFIER '1 3 6 1 4 1 10403 10 1 4'

         :                               }

         :                             }

         :                           }

         :                         }

 971   29:                       SEQUENCE {

 973    3:                         OBJECT IDENTIFIER

         :                           subjectKeyIdentifier (2 5 29 14)

 978   22:                         OCTET STRING, encapsulates {

 980   20:                           OCTET STRING

         :                   AA C5 BB 3C E8 3B D2 00 49 50 D0 C3 5D 04 28 BF

         :                   18 98 15 F4

         :                           }

         :                         }

1002  107:                       SEQUENCE {

1004    3:                         OBJECT IDENTIFIER

         :                           authorityKeyIdentifier (2 5 29 35)

1009  100:                         OCTET STRING, encapsulates {

1011   98:                           SEQUENCE {

1013   20:                             [0]

         :                   CA 11 EF 5D 1D 07 04 98 A9 A5 B5 58 1A 66 4E 0A

         :                   16 2B E0 49

1035   71:                             [1] {

1037   69:                               [4] {

1039   67:                                 SEQUENCE {

1041   11:                                   SET {

1043    9:                                     SEQUENCE {

1045    3:                                       OBJECT IDENTIFIER

         :                                         countryName (2 5 4 6)

1050    2:                                       PrintableString 'IT'

         :                                       }

         :                                     }

1054   13:                                   SET {

1056   11:                                     SEQUENCE {

1058    3:                                       OBJECT IDENTIFIER

         :                                         organizationName (2 5 4 10)

1063    4:                                       PrintableString 'INFN'

         :                                       }

         :                                     }

1069   37:                                   SET {

1071   35:                                     SEQUENCE {

1073    3:                                       OBJECT IDENTIFIER

         :                                         commonName (2 5 4 3)

1078   28:                                       PrintableString 'INFN Certification Authority'

         :                                       }

         :                                     }

         :                                   }

         :                                 }

         :                               }

1108    1:                             [2] 00

         :                             }

         :                           }

         :                         }

1111   62:                       SEQUENCE {

1113    3:                         OBJECT IDENTIFIER subjectAltName (2 5 29 17)

1118   55:                         OCTET STRING, encapsulates {

1120   53:                           SEQUENCE {

1122   21:                             [2] 'datatag6.cnaf.infn.it'

1145   28:                             [1] 'valerio.venturi@cnaf.infn.it'

         :                             }

         :                           }

         :                         }

1175   61:                       SEQUENCE {

1177    3:                         OBJECT IDENTIFIER issuerAltName (2 5 29 18)

1182   54:                         OCTET STRING, encapsulates {

1184   52:                           SEQUENCE {

1186   18:                             [1] 'infn-ca@fi.infn.it'

1206   30:                             [6] 'http://security.fi.infn.it/CA/'

         :                             }

         :                           }

         :                         }

1238   58:                       SEQUENCE {

1240    8:                         OBJECT IDENTIFIER

         :                           authorityInfoAccess (1 3 6 1 5 5 7 1 1)

1250   46:                         OCTET STRING, encapsulates {

1252   44:                           SEQUENCE {

1254   42:                             SEQUENCE {

1256    8:                               OBJECT IDENTIFIER

         :                                 caIssuers (1 3 6 1 5 5 7 48 2)

1266   30:                               [6] 'http://security.fi.infn.it/CA/'

         :                               }

         :                             }

         :                           }

         :                         }

         :                       }

         :                     }

         :                   }

1298   13:                 SEQUENCE {

1300    9:                   OBJECT IDENTIFIER

         :                     sha1withRSAEncryption (1 2 840 113549 1 1 5)

1311    0:                   NULL

         :                   }

1313  257:                 BIT STRING

         :                   01 A2 48 65 1E 68 66 E8 3A 13 A0 ED 0A D8 1F E7

         :                   D4 E7 45 D1 57 5F EC B3 F4 FD 75 3E FA FA 1E F3

         :                   0F 9C 8A CE 53 7D 34 82 40 86 7E 0A 5E 65 BF DA

         :                   F9 7E 53 A9 90 B6 88 17 7D 8C A1 16 7A 77 61 0A

         :                   C2 E2 92 A7 BC 59 79 44 43 B6 6E B3 84 BE 99 7A

         :                   B8 37 B4 BF C4 C5 CC 3E BF D0 42 F5 6A 54 5A D7

         :                   6A 43 41 01 56 C3 11 AC 91 78 8C 12 D8 E1 0A C4

         :                   72 97 96 61 F5 65 22 D7 1D 6E DC 06 18 D5 F7 CF

         :                           [ Another 128 bytes skipped ]

         :                 }

         :               }

         :             }

         :           }

         :         }

         :       }

         :     }

1574   13:   SEQUENCE {

1576    9:     OBJECT IDENTIFIER md5withRSAEncryption (1 2 840 113549 1 1 4)

1587    0:     NULL

         :     }

1589  129:   BIT STRING

         :     5C 55 A2 07 65 33 14 59 5C 99 9F 77 F2 D0 15 30

         :     B3 71 E5 AB 4D 2F 17 94 49 34 DB DB 1B AE 79 D3

         :     AD FD B3 3A F7 83 9F 9C F1 5F 1C C3 28 2F B1 11

         :     C5 CD B5 F5 C1 74 35 B6 89 DB 02 7A B0 F1 43 43

         :     91 FE EC CE BB DF E9 EF 00 A6 0D FE 91 87 02 0A

         :     04 ED DD 90 A1 29 F2 42 92 75 4A 4D 8B C2 59 95

         :     82 AB 74 3B D7 77 A7 D6 B8 7D 76 6E 22 21 28 44

         :     63 9B 87 7A 22 5F DF E2 F2 A3 64 82 01 9F E0 91

         :   }

6. Security Considerations

This specification defines the elements and use of attributes for authorization services. Implementers of attributes need to be aware that errors in implementation could lead to denial of service or improper granting of service to unauthorized users. Users of attribute assertions should be aware of the situations in which they must require and verify signed assertions.
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