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1) Added encoding of null values

2) Moved motivation of the encoding to the non normative section. 

3) Comparison section added

4) Clarification on special marking of group URI attributes.

5) Added more references and links in text.

6) Added feature to query of scoped attributes including subgroups scopes.

7) Added example of query with scope extension.

8) Error codes added.

1  Introduction

TODO intro, terminology. IdP, scopes...
2  Use cases

The profile aims to standardize details of SAML 2 protocol [SAML2Core] implementation by VO services. There are several potential consumers of such services which may have different requirements:
1. Use in XACML policies and XACML Context [XACML] VO attributes may be used to express authorization policies, and to request or express authorization decisions.

2. Dedicated software like VO browser allowing users to browse their attributes. Such software generally will possess logic to parse any format of assertion defined, however it requires to get all available pieces of information. E. g. if VO service provides possibility to augment attributes with some metadata (like human-readable description) this data should be available for the dedicated software too.

3  Generic requirements and motivations
· Generally useful attributes should have predefined names. This will allow for easier creation of default authorization policies with predefined values and creating common patterns for authorization configuration. 

· Conversion of SAML attributes to and from XACML [XACML] attributes has to be straightforward. Also formats of attributes shouldn't require non-standard XACML functions to be processed after conversion from SAML form.
· There must be a possibility to express attributes which are VO or group scoped (i. e. subject holds it but only int the scope of some VO/group, she is a member of)
· .
·  Also there must be a possibility to query for attributes valid in a particular scope.

· Attribute names defining group or VO membership and subject's role must be provided.
· Error codes which are relevant for the profile's contents have to be defined.

In the following text a special attribute value syntax is defined to express scoped values. This attribute value syntax is a URI [RFC3986] (and therefore also a string) based so it can not be used for all possible kinds of attribute values. This decision was motivated by two main factors:

· A lot of existing software supports only string values of SAML attributes.

· It is much easier to use such simple attributes' values in XACML policies as standard XACML data types and comparison functions can be used.

It is anticipated that software can also use different encoding of scoped attributes with complex values (e. g. in case when attribute's value is itself a XML document).
4  Attribute value format
This section defines a special attribute encoding scheme which allows for expressing either a name of a VO/group or an arbitrary string attribute value which is VO/group scoped. Moreover it defines those values in an IdP wide scope which can be used as a top level namespace for grouping VOs. The format defined here will be called from now on as a Group URI Format.

4.1  Syntax
The value of SAML attribute in Group URI Format MUST be a URI [RFC3986] with the group scheme. The format of this scheme is constrained as follows:
'group://'<IdP-SCOPE>['/'VO-NAME][GROUP-PATH][[?nil=true]|['#'VALUE]]

where:

· IdP-SCOPE (required) is the name of the Identity Provider scope. It MUST be a valid authority as defined in [RFC3986]. TODO - more TODO - may be empty??

· VO-NAME (optional) is the name of VO. It MUST be a URI path segment.

· GROUP-PATH (optional) contains hierarchical groups path, encoded as a URI path-absolute.

· the optional query element ?nil=true may be used to denote that attribute value is NULL. It is the only query element allowed.

· VALUE (optional) contains value of a scoped attribute, encoded as a URI fragment. It MUST NOT be used whenever the query element is present.
It is defined that the scoped attribute without a value MUST use a single additional SAML AttributeValue element with its contents set to its scope and without a trailing '#' and VALUE.

The scoped attribute with a value which is empty MUST be encoded as the group URI with the trailing '#' as its last character. 

The scoped attribute with a NULL value MUST be encoded as the group URI without the trailing '#' but with the trailing query part as defined above (?nil=true).

In case when one attribute have both scoped and global values, then also the global values need to be expressed in Group URI Format. For such attributes both VO-NAME and GROUP-PATH components should be omitted.

4.2  Examples

1)

group://example.org/TestVO/Sailors

This example shows attribute value which represents a group Sailors of a VO named TestVO. example.org is an IdP wide scope. Also this value can represent an attribute without a value which is this VO/group scoped The interpretation depends on attribute name used.

2)

group://example.org/TestVO/Sailors#

This is empty attribute value valid in the same scope as in the above example.

3)

group://example.org/TestVO/Sailors?nil=true

This is NULL attribute value valid in the same scope as in the first example.

4)

group://example.org/TestVO/Sailors#Cook

This one is a regular attribute value 'Cook' also valid in the same scope as above.

4.3  Comparison of values

Comparison of attribute values encoded in the group URI scheme can be divided into two parts: comparison of value scopes and comparison of the bare values. The following rules are defined for group URI comparison:

1. Two URIs are equivalent whenever both attribute's scope and value are equivalent. Value is composed from query and schema parts of the URI. The rest of URI parts defines the scope.

2. Attribute's value equivalence testing is not defined here.

3. Attribute's scope parts MUST be compared using character-by-character comparison after performing Syntax-Based Normalization on the input (see section 6.2.2 of [RFC3986]). Among others it means that IdP-SCOPE is case independent and VO and groups names are case sensitive.

4.4  






· 
· 
· 
· 










5  Attributes

The following namespace prefix is used throughout the document. It is bound to specified namespace even if no namespece declaration is shown.
TODO review namespace name.If changed also change all occurrences in the text
Prefix used
Namespace
Description

samlvo:
http://samlvoprofile.org/2008/03
Namespace used for all elements  defined throughout this document.

All attributes which conforms to this profile:

1. MUST use  Group URI Format to encode its values.

2. MUST conform to SAML XACML Attribute Profile [SAML2Prof]. This profile mandates usage of DataType XML attribute of SAML Attribute element. The DataType MUST be http://www.w3.org/2001/XMLSchema/#anyURI
3. SHOULD posses additional XML attribute samlvo:groupURIFormat with value set to true, which will allow conforming parsers to distinguish those attributes from attributes with the URI values treated literally. This rule refers only to the attributes which names are not defined explicitly below. In case of those attributes it is clear that URI group encoding is used.
The rest of this section defines special attribute names which are commonly used by VO services. 
5.1  memberOf attribute

Attribute with the name http://samlvoprofile.org/2008/03/memberOf  is used to state that assertion's subject is a member of a VO or its group as defined in attribute value element(s).
1.1  

 The value MUST be in Group URI Format without a URI fragment, query part or a trailing '#'.
5.2  role attribute

Attribute with the name http://samlvoprofile.org/2008/03/role is used to denote that subject possess a role (or roles) specified by an attribute value (or values). 


6  SAML processing

SAML protocol provides extension possibility by use of samlp:Extensions element available for all requests. We define here XML elements which can be included as  samlp:Extensions sub elements in order to specify additional requester preferences. Responder is free to ignore them so requester has to always check if the response returned satisfies preferences.

6.1  Groups scope

This extension is applicable only to SAML attribute queries. By including element defined by schema fragment:

<element name=”RequestedGroupScope” type=”RequestedGroupScopeType”/>

<complexType name=”RequestedGroupScopeType”>

        <sequence>

              <element name=”Group” type=”xsd:anyURI” maxOccurs=”unbounded”/>

        </sequence>

        <attribute name="includeSubscopes" type="boolean" use="optional"/>
</complexType>

requester states that it is interested in attributes which are in scope of the groups specified in element samlvo:Group only. If the service accepts this preference than only attributes valid in the scope of  a  group which is included in the list of groups specified SHALL be returned. The contents of the Group element MUST be encoded with the syntax defined for the memberOf attribute above. 

The additional processing rules are:

· Any attributes valid globally SHOULD also be returned regardless of use of this extension in query. 

· If includeSubscopes attribute is present and possess a value of true then all attributes valid in the subgroups of the groups given in the list SHOULD also be returned. It this attribute is not present it is assumed that its value is false.
· If SAML attribute query itself specifies attributes with values, then the group scope preference SHOULD NOT be used by clients and if present then MUST be ignored by the service. In another words this extension can be used to query either for all attributes or for all values of a specified attribute but not for attributes with values. Attributes with scoped values can be queried directly by encoding requested scope in attributes values.
· 
6.2  


· 
7  Common error codes

2  
This section defines what standard SAML error codes should be produced by SAML service in case of  violation of this specification rules. This section enumerates only ambiguous cases.
Error condition
SAML status code
SAML second-level status 

Attribute which should be encoded with Group URI syntax has has different xsi:type then anyURI and/or a wrong XACMLDataType.
urn:oasis:names:tc:SAML:2.0:status:Requester
urn:oasis:names:tc:SAML:2.0:status:
InvalidAttrNameOrValue

Value encoded with Group URI syntax  violates the URI scheme rules defined in this profile.
urn:oasis:names:tc:SAML:2.0:status:Requester
urn:oasis:names:tc:SAML:2.0:status:
InvalidAttrNameOrValue

8  Examples

All examples uses IdP scope example.org what is not repeated in the description of each example.
8.1  Expressing a membership in a VO
Subject is a member of a VO called ExampleVO:
<saml:Attribute

    xmlns:xacmlprof="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XACML"

    xmlns:samlvo="http://samlvoprofile.org/2008/03"
    NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"

    Name="http://samlvoprofile.org/2008/03/memberOf"

    FriendlyName="MemberOfVO"

    xacmlprof:DataType="http://www.w3.org/2001/XMLSchema#anyURI">

  <saml:AttributeValue xsi:type="xsd:anyURI">
group://example.org/ExampleVO
</saml:AttributeValue>

</saml:Attribute>

8.2  Expressing groups

Subject is a member of a groups group and group/subgroup of the VO ExampleVO.
<saml:Attribute 

    xmlns:xacmlprof="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XACML"

    xmlns:samlvo="http://samlvoprofile.org/2008/03"

    NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"

    Name="http://samlvoprofile.org/2008/03/memberOf"

    FriendlyName="MemberOfVO"

    xacmlprof:DataType="http://www.w3.org/2001/XMLSchema#anyURI">

  <saml:AttributeValue xsi:type="xsd:anyURI">group://example.org/ExampleVO/group</saml:AttributeValue>

  <saml:AttributeValue xsi:type="xsd:anyURI">group://example.org/ExampleVO/group/subgroup</saml:AttributeValue>











</saml:Attribute>

8.3  Expressing  roles

Subject holds the role VO-Admin in the VO ExampleVO, SoftwareManager role in the group INFN of ExampleVO and also a role User globally.

<saml:Attribute 

    xmlns:xacmlprof="urn:oasis:names:tc:SAML:2.0:profiles:attribute:XACML"

    xmlns:samlvo="http://samlvoprofile.org/2008/03"

    NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"

    Name="http://samlvoprofile.org/2008/03/role"

    FriendlyName="Role"

    xacmlprof:DataType="http://www.w3.org/2001/XMLSchema#anyURI">

  <saml:AttributeValue xsi:type="xsd:anyURI">group://example.org/ExampleVO#VO-Admin</saml:AttributeValue>

  <saml:AttributeValue xsi:type="xsd:anyURI">group://example.org/ExampleVO/INFN#SoftwareManager</saml:AttributeValue>

  <saml:AttributeValue xsi:type="xsd:anyURI">group://example.org#User</saml:AttributeValue>

</saml:Attribute>

8.4  


























8.5  Attribute query with preferences

This example query requests all subject's attributes which are valid in the scope  group://example.org/TestVO/Sailors.
<AttributeQuery IssueInstant="2008-03-28T13:11:42.488+01:00" ID="id1" Version="2.0" xmlns="urn:oasis:names:tc:SAML:2.0:protocol" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

  <Issuer Format="urn:oasis:names:tc:SAML:1.1:nameid-format:entity"    

          xmlns="urn:oasis:names:tc:SAML:2.0:assertion">
          http://serviceprovider.net

  </Issuer>

  <Extensions>

    <RequestedGroupScope xmlns="http://samlvoprofile.org/2008/03">

      <Group>group://example.org/TestVO/Sailors</Group>

    </RequestedGroupScope>

  </Extensions>

  <Subject xmlns="urn:oasis:names:tc:SAML:2.0:assertion">

    <NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">...</NameID>

  </Subject>

</AttributeQuery>
9  References
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