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Abstract

This document describes the various components that make up the authorization decision function of a Grid resource service provider, and looks at the different ways in which the various components can be combined. This document is for informational purposes only and is not intended to form a grid standard.
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Figure 2A. Main Functional components of Grid site AuthZ Service
ADDITIONALLY
Below is extraction from one of technical documents where we discuss AuthZ session management functionality.

Figure 2B shows the GAAA-RBAC structure that contains the following functional components provided as a GAAAPI package to support all the necessary security context processing and communication between a PEP and a PDP:

A Context Handler (CtxHandler) that calls to a namespace resolver (NS Resolver) and attribute resolver (AttrResolver), which in its own can call to CVS service or external Attribute Authority Service (AAS) to validate presented attributes or obtain new ones.

Triage and Cache functionality that provides an initial evaluation of the request, including the validity of the provided credentials. This functionality is used for handling AuthZ tickets/tokens and also for AuthZ session management by evaluating  service requests versus the provided AuthZ ticket/token claims;

A Policy Information Point (PIP) that provides resolution and call-outs to related authoritative Policy Authority Points (PAP); additionally it provides also collection of the specific attributes or information defined by the policy;
A Ticket Authority (TickAuth) generates and validates AuthZ tickets or tokens on the requests from PEP or PDP; to support AuthZ session tickets are cached directly by TickAuth or by PEP/PDP.
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Figure 2B. Security context handling in GAAA-RBAC and GAAAPI functional components
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