Comments on “Use of WS-TRUST and SAML to access a CVS”
(Note 1. This document only officially went to public comment on 2 September 2008, although it was circulated to the OGF editor and OGSA-Authz WG many months before this. Tom Scavo submitted comments to the list which pre-dated the official call, but they have been included here along with other public comments.
Note 2. Minor editorials are not included in the list below, but they can be seen in the latest Word version of the document through the track changes function.)

1. In section 4.1 SHOULD should be changed to MUST (twice).

Decision. Accepted

2. There is an issue over the use of the NotBefore and NotOnOrAfter attributes in the SAML assertions sent by the Context Handler and returned by the CVS. The OGF profile has extended the semantics of these SAML Core attributes in order to limit the validity period of the returned XACML attributes. Tom Scavo thinks this violates the SAML standard. In SAML Core the NotBefore and NotOnOrAfter attributes are defined to provide “the validity of the assertion within the context of its profile of use”, so in the CVS profile the context of its use is that we want to indicate the maximum validity time of the returned assertion that will contain the XACML attributes. In other words we need a way to tell the CVS to limit the validity of the returned assertion to be no greater than the validity period of the request. This seems to be an appropriate context of use. For example, the PEP might use the validity time from the user’s proxy certificate in the SAML assertion that it sends to the CVS, since it does not want the returned XACML attributes to be valid for longer than this period. Then in the response from the CVS, the NotBefore and NotOnOrAfter attributes are set to the intersection of the validity times from all the validated credentials and the time period from the request message. After this period has expired, the PEP will need to contact the CVS again for a fresh set of validated attributes.
Decision. Open for debate

3. There is an issue over the use of <SubjectAttributeReferenceAdvice> in section 6 of the document. This element is optionally needed to tell the CVS where to pull credentials from, providing the CVS with a set of URIs and the attributes that can be got from each. It was copied from GFD.66. Tom Scavo suggests that we should replace it with the standard <samlp:IDPList> element whose semantics are “identity providers trusted by the request issuer to authenticate the presenter”. The request issuer and presenter in our case are the PEP and the CVS respectively. This element certainly fulfils part of the purpose of the <SubjectAttributeReferenceAdvice>, i.e. a set of trusted attribute authorities, but what it does not do is link specific attributes to specific IdPs. Note also that the IDPList is part of an Authentication Request in SAML Core, and is not part of a SAML attribute assertion, so we will still need to define how it is used within the SAML assertion of the WS-Trust protocol.
Decision. Open for debate.
Comments on “Use of XACML Request Context to Obtain an Authorisation Decision”
This document has ended its public comment period and only two comments were received.

1. On page 5, this document specifies use of the URI urn:oasis:names:tc:SAML:1.1:assertion 
but the above URI does not exist.  The OASIS Security Services Technical Committee specifies the use of 
urn:oasis:names:tc:SAML:1.0:assertion

for both SAML V1.0 and SAML V1.1.

Decision. Accepted and edit made

2. We have a feature missing from the XACML profile that is in the WS-Trust profile. We need to make these two profiles consistent so that whether the PEP is talking to the CVS followed by the PDP, or the PDP only (which talks to the CVS), the PEP should be able to obtain the same level of service in both cases. 

What is missing in the XACML profile is the ability to pass references (meta info) to the PDP to tell it where to pick up the user's attributes from. This feature is present in the WS-Trust profile in Section 6 <SubjectAttributeReferenceAdvice>. Whatever is agreed for the final WS-Trust specification should also be incorporated into the XACML profile as well so that the PEP can obtain an equivalent level of service by either route.

Decision. Accepted to align with WS-Trust specification. See that document for how it is to be resolved.
Comments on “Use of SAML to retrieve Authorization Credentials”
(Note. This document only officially went to public comment on 2 September 2008, although it was circulated to the OGF editor and OGSA-Authz WG many months before this.)
We have only received one comment so far.
1. An issue with the third party query mode, is how does the AA know that the user has issued consent for his attributes to be retrieved by the grid PEP. It is proposed that we insert the Consent parameter (see Section 3.2.1 and 8.4 of SAML Core) into the third party query with a value of Implicit. The fact that the user has initiated the grid job request, causing the PEP to pull his attributes, implies that he wants his attributes to be retrieved so that his job can run (otherwise he would get an authorisation failure message response). It therefore seems perfectly reasonable for the PEP to insert the Implicit Consent parameter into the request to the AA
Comments on “Functional Components of Grid Service Provider Authorisation Service Middleware”

This document has finished its public comment period and no comments were received.

The document can therefore be regarded as complete.

