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Abstract

This document presents a specification for an Attribute Exchange Profile based on the use of the Security Assertion Markup Language (SAML) as a format for requesting and asserting attributes.
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1. Introduction

This document presents a specification for an Attribute Exchange Profile in which a consumer requests assertions from an Attribute Service that associates a subject with a set of attributes. This specification is based on the OASIS Security Assertion Markup Language (SAML) V2.0
 for requesting and expressing attribute assertions.

SAML, developed by the Security Services Technical Committee (TC) of OASIS, is an XML-based framework for communicating user authentication, attribute, and entitlement information. It allows entities to make assertions regarding the identity, attributes and entitlements of a subject to other entities. In particular, SAML is used to enable attribute-based access control, where one entity communicates attributes about a subject in support of access control decisions made by another entity.

The core SAML specification is the Assertions and Protocols for the OASIS Security Assertion Markup Language (SAML) V2.0 [SAMLCore], which defines the assertion format used to express attributes and the protocol messages used to request assertions from a SAML attribute authority. Of special interest is the Assertion Query and Request Protocol [SAMLCore] used to formulate an attribute query. The companion specification Bindings for the OASIS Security Assertion Markup Language (SAML) V2.0 [SAMLBind] defines bindings that map the protocols defined in [SAMLCore] onto standard message or communication protocols.  For example, the SAML SOAP Binding [SAMLBind] is used in conjunction with the Assertion Query and Request Protocol to profile an attribute exchange. Finally, the Profiles for the OASIS Security Assertion Markup Language (SAML) V2.0 [SAMLProf] specifies certain combinations of protocols and bindings.  In particular, the Assertion Query/Request Profile is a basic profile underlying attribute exchange, including the Attribute Exchange Profile specified in this document.
The SAML V2.0 Deployment Profile for X.509 Subjects [SAMLX509] is an extension of the Assertion Query/Request Profile that describes how a principal that possesses an X.509 public key certificate is represented as a SAML Subject, how an attribute assertion regarding such a principal is produced and consumed, and how two entities exchange attribute assertions about such a principal.

Section 2 describes the conventions and namespaces used in this document. Section 3 is normative and defines how to use SAML protocols and bindings when requesting, asserting, and consuming attribute assertions. Section 4 is normative and defines how SAML elements should be used when formulating requests and responses. This document concludes with security considerations, author affiliations and contact information, copyright and intellectual property statements, and references. Appendix A presents a non-normative WSDL that can be used to build a conformant service.

2. Notational Conventions

The key words ‘MUST,” “MUST NOT,” “REQUIRED,” “SHALL,” “SHALL NOT,” “SHOULD,” “SHOULD NOT,” “RECOMMENDED,” “MAY,”  and “OPTIONAL” are to be interpreted as described in RFC 2119 [RFC2119].

This specification uses namespace prefixes throughout. These prefixes are listed in Table 1. Note that the choice of any namespace prefix is arbitrary and not semantically significant.

Table 1: Namespace prefixes used in this specification

	Prefix
	Namespace

	saml
	urn:oasis:names:tc:SAML:2.0:assertion

	samlp
	urn:oasis:names:tc:SAML:2.0:protocol


3. SAML Protocols and Bindings Usage

This section is normative and describes how to use SAML protocols and bindings when implementing the OGSA Attribute Exchange Profile.

An implementation of this specification is called a conforming Extended Mode X.509 Attribute Query/Requester or a conforming Extended Mode X.509 Attribute Self-Query/Requester as described in section 5 of [SAMLX509].

4. SAML Element Usage

This section is normative, and describes how to use SAML elements when requesting attribute assertions from a conforming attribute service and when responding to requests.

Unless stated otherwise, SAML elements MUST be conformant to [SAMLX509].

4.1 Attribute Element

Attributes in a SAML attribute assertion may be used when requesting an authorization decision according to the eXtensible Access Control Markup Language (XACML) [XACML] specification. Since the SAML and XACML attribute formats differ, an XACML Attribute Profile is defined in [SAMLProf] to facilitate mapping between the two formats.
The SAML Attribute elements MUST 
be in conformance to the XACML Attribute Profile.

5. Security Consideration

This specification profiles a SAML attribute exchange that releases attribute assertions that relying parties can use to derive authorization decisions. Implementers of this specification need to be aware that errors in implementation could lead to improper granting of services to unauthorized users.
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7. Intellectual Property Statement

The OGF takes no position regarding the validity or scope of any intellectual property or other rights that might be claimed to pertain to the implementation or use of the technology described in this document or the extent to which any license under such rights might or might not be available; neither does it represent that it has made any effort to identify any such rights.  Copies of claims of rights made available for publication and any assurances of licenses to be made available, or the result of an attempt made to obtain a general license or permission for the use of such proprietary rights by implementers or users of this specification can be obtained from the OGF Secretariat.

The OGF invites any interested party to bring to its attention any copyrights, patents or patent applications, or other proprietary rights which may cover technology that may be required to practice this recommendation.  Please address the information to the OGF Executive Director.

8. Disclaimer

This document and the information contained herein is provided on an “As Is” basis and the OGF disclaims all warranties, express or implied, including but not limited to any warranty that the use of the information herein will not infringe any rights or any implied warranties of merchantability or fitness for a particular purpose.

9. Full Copyright Notice

Copyright (C) Open Grid Forum 2007. All Rights Reserved. 

This document and translations of it may be copied and furnished to others, and derivative works that comment on or otherwise explain it or assist in its implementation may be prepared, copied, published and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and this paragraph are included on all such copies and derivative works. However, this document itself may not be modified in any way, such as by removing the copyright notice or references to the OGF or other organizations, except as needed for the purpose of developing Grid Recommendations in which case the procedures for copyrights defined in the OGF Document process must be followed, or as required to translate it into languages other than English. 

The limited permissions granted above are perpetual and will not be revoked by the OGF or its successors or assignees.
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Appendix A. WSDL

This section is non-normative and presents a WSDL document that describes a service conformant to section 3. This WSDL is inspired by the one published by the OASIS Security Service TC (http://www.oasis-open.org/committees/download.php/23975/saml-2.0.wsdl).

<?xml version="1.0" encoding="UTF-8"?>

<definitions

    name="SAMLProtocol"

    targetNamespace="urn:oasis:names:tc:SAML:2.0:protocol:wsdl"

    xmlns:tns="urn:oasis:names:tc:SAML:2.0:protocol:wsdl
"

    xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"

    xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"

    xmlns="http://schemas.xmlsoap.org/wsdl/">

  <import namespace="urn:oasis:names:tc:SAML:2.0:protocol"

        location="saml-schema-protocol-2.0.xsd"/>

  <message name="AttributeQueryMessage">

    <part name="body" element="samlp:AttributeQuery"/>

  </message>

  <message name="ResponseMessage">

    <part name="body" element="samlp:Response"/>

  </message>

  <portType name="AttributeServicePortType">

    <operation name="AttributeQuery">

      <input message="tns:AttributeQueryMessage"/>

      <output message="tns:ResponseMessage"/>

    </operation>

  </portType>

  <binding name="AttributeServiceSoapBinding" type="tns:AttributeServicePortType">

    <soap:binding style="document"


       transport="http://schemas.xmlsoap.org/soap/http"/>

    <operation name="AttributeQuery">

      <soap:operation soapAction="http://www.oasis-open.org/committees/securityhttp://www.oasis-open.org/committees/security"/>

      <input>

        <soap:body use="literal"/>

      </input>

      <output>

        <soap:body use="literal"/

      </output>

    </operation>

  </binding>

</definitions>
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� http://www.oasis-open.org/committees/security/





�This is too strong.  Some deployments will certainly want to conform to the XACML Attribute Profile, but there are other deployments where this is a non-issue, I think.


�Change name, targetNamespace, and action.
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