Minutes of OGSA AUTHZ WG Meeting, 13 Sep. 06
Agenda

· Appointment of Note Taker

· Status of Old Documents

· Revised Charter (Posted 8th July)

· CVS Requirements (Posted 27th July)

· Functional Components (Posted 8th Aug)

· Use of XACML to access a PDP (Posted 19 July)

· Use of WS-Trust/SAML to access a CVS (Posted 13 April)

· VOMS AC Profile (Posted 8th Sept)

· PERMIS AC Profile (Posted 10th Sept)

· AOB

· Date/time of next teleconference

· Summary of Actions from Meeting
Nate Klingenstein kindly agreed to take notes.
Status of old documents; All 3 have now been published. gsd 57 is the attributes document; gsd.66 is the saml authz profile; gsd.67 is the requirements doc.  There have been noted deficiencies in gsd.66, such as the inability to carry action parameters or return obligations, hence the urgent need to supersede it. 

Revised charter has been posted for 2 months.  Three comments have been received in the last week. 

i) One concern is a lack of any mention of authorization session, and we believe that something should be in the charter for that.  An auth/z session is one that starts with a check of credentials when someone signs in, after which point auth/z decisions are made.  Even after doing 10-20-30 things, you don't need to recheck credentials so long as the session is active.  If the session expires, then you need to gather new credentials and recheck them again.  [Action] David will amend the charter to mention this.  

ii) Blair Dillaway had comments but they never made their way to David until after the meeting 

Footnote. These have now been received and they were all editorial except one that recommended that the Java interface not be a standards track spec but rather an informational track spec. David accepted this and said he would update the charter to reflect this. [Action] David.
iii) The omii-europe project includes a mandate to add VOMS via the GGF SAML interface (GFD 66), but to use the same semantic as now which is to pull attribute assertions. They plan  to use SAML assertions instead of X.509 attribute certs, and to use standard SAML protocol/bindings rather than their own proprietary XML protocol. The main problem is that the DoW say it needs to be done using GGF's document GFD.66, but this is clearly wrong since GFD 66 is for getting authz decisions, not attribute assertions.  So they're working on a similar document to gfd.66 which will fetch attribute assertions instead of authz decisions. They will use the same SAMLRequest portType and use SAML 2.0 and attribute queries.  They wont need any extensions to the SAML protocol, but will evaluate possible use of WSRF and WS-Notification (e.g. to signal an attribute revocation).  A possible title is "Use of SAML for supporting pulling credentials in (OGSA) Authorization".  The protocol solution VOMS is looking for may be possible using the SAML / x.509 profile that has just been submitted to OASIS as a working draft.  They could follow that profile in defining the VOMS protocol interface. 
The group agreed this should be added to the charter as a deliverable, with the Valerio and colleagues as document authors. [Action] David add to charter


Frank raised the issue that there's a special semantic attached to the first attribute assertion in the VOMS list, and the “first” marker can get lost when GT4 processes authz chains.  The first attribute is semantically similar to the first username listed in the gridmap file.  It's the primary group/role of the user. Cant we make this a special type, such as primary role, similar to the way primary affiliation is done in the EduPerson schema. With this change, could they also make the change for VOMS with x.509 ACs? 

Concerning use of WSRF. Often, an attribute authority has the ability to act as an attribute repository.  We could use WSRF to model such a capability and to track state changes.  A user could consumer such as an attribute service and inspect and subscribe for notifications. 
Sounds to von like a good complement to an authz callout. 
Something like an authorization session would require a stateful service, which is where WSRF comes in. This could be a second document for handling state, revocations, etc.  Valerio would request help in editing this. The group agreed not to make this a deliverable yet, but rather to discuss it some more on the list  and work on the use cases and requirements for it. [Action] david will mention WSRF in the charter, but not place it as an actual document deliverable just yet. 


We're going to submit the charter in 2 weeks after its next release. 


CVS Requirements

Three new requirements came from last weeks teleconference call.

· the CVS should be able to accept credentials in any format including proprietary ones 
· the CVS should have a standard interface (API as well as protocol) so that it can be easily integrated into the overall AuthZ service or infrastructure,

· the CVS needs to be easily manageable, in the sense of configuration of namespaces, CA Trust anchors, trusted credential issuing authorities, etc.


Concerning the API, David doesn't anticipate it will be very different from the current GT4 PIP interface.

Von's not sure how the management can be made into a requirement; it seems to him as more of a goal. 

Is OGSA doing anything along the lines of management?  we think management in general is not too quiet, but security management is pretty quiet.  No need to duplicate basic functions; stop, start, are you alive.  But specific functionality would need to be written itself. 

Functional components document.

OGSA had a long conference call about this model and it was broadly accepted.  Yuri has proposed a revised, more complex model.  The idea is to give the client a chance to pull an authorization decision from the PDP and send it along with the request. This mirrors CAS in a way.  David said we could split the pdp into one that gives a token to the client and show it as a separate entity and then you only need to change the roots of trust in the service PDP to cater for this model.  Yuri also pulled out the context handler as a standalone component.  It's implicitly present in the PDP, or implicitly in the PEP in the existing model. 

The VOMS attribute right now is a very complex encoded attribute.  It could get even more complex if we replace it with a permission to access a resource in a particular way.  Nate sees a strong homology between attributes, permissions and authorization decisions, with an authorization decision being no more than a boolean attribute.  [Action] David will include a modified version of Yuri's diagram in the next version of the document. 

Use of XACML to access a PDP and WS-trust/saml 
There has not been much discussion of these to date, possibly because people want to get the functional components document agreed first. 

VOMS AC profile.

David has looked at the VOMS profile carefully, and asked many editorial questions.  He feels most of his questions have been addressed satisfactorily, and the author will include them in the next update.  He'd like people from neither camp to compare and contrast the two profiles; the PERMIS one and the VOMS one. 

Next Telecon
David will send a personal note to Takuya to see if he's still able to participate in the telecons. If not,  we'll aim for 10:00 AM PST start if he won't be able to attend.  Possible dates are Monday October 16th. also the 24th-27th.  We'd like to try a skype-enabled service.  Three is the most they've had on a skype conference call, and they believe the limit is around 5-6.  We can try the conference number and it probably doesn't use peer-to-peer.  [Action] Frank will circulate a skype number and conference number for the next call

