Minutes of OGSA-Authz Meeting, OGF 24, 17 September 2008, Singapore
Note takers: DavidG, VinodR

Present: DavidC, DavidG, Mingchao, Milan, DaveK, VinodR, YoshioT, Joni, Michael, **,**

 

· AuthZ framework is information, and there were no public comments. Given it's status it could be published as is, given the WG consensus.
· There are issues with SAML to retrieve AuthZ Credentials, this will still have an iteration to go based on Tom's recent comments to the list.
 

Use of XACML Request Context to Obtain an Authorisation Decision

For the XACML document, there are comments from EGEE. Discussing it line by line (as seen in the comments doc circulated to the list

· Transport binding: this is indeed an omission in the doc. The proposal is to use the normal SAML-request -response over SOAP, optionally using SSL/TLS for security where needed (with mutual authentication). EGEE is only using mutually-authenticated - but it depends on the use cases as in a trusted environment you may not need SSL. If you use TLS/SSL, then it MUST be mutually authenticated. So server-side only authn is NOT permitted. So EGEE use case is a subset of this
· Message profiling: There is no versioning in the attributes in XACML, only in the SAML version. But it does not matter if you talk to an XACML1 or XACML2 engine, but in fact you don't even need to know who is on the other end (this may be XACML engine, or a P3P engine, &c). As long as the answer is consistent, it does not even matter.
Outside the scope of this document, it is possible to specify how to transfer a policy to a policy engine, in which case the version DOES matter.
Here, we should therefore remove any mention of AXACMLv2 since it does not matter what policy schema is being run by the PDP. 
ACTION on DavidC
: make absolutely sure that the syntax of the XACMLv1 request-response context is identical to the XACMLv2 request-response context (including obligations).
Nikhef suggestion has always been: provide the list of acceptable obligations from PEP to the PDP-like entity, so that this subsystem can do useful things with it (like select specific obligation to return). On the contrary, the SWITCH position is that this is non-standard and cannot be guaranteed in general by PEPs and PDP, so it should not be used. DavidC: this is exactly why the XACML version should be irrelevant, and in general the Nikhef suggestion might be a useful thing.
DavidC: like in X509, you may need critical and non-critical obligations (advisory). But ultimately there should be harmonization between the policy writer(s) and the actual application administrator (ideally they will be the same person).
· XACML policy query: this is out of scope. DavidG: may need new WG for this, if there interest
· DS constraints? Rule out XML signature for the time being.
Milan, if you specify that you don't do reference resolution, you may actually get round the fact that XML signature is broken. So the comment is relevant.
DavidC: there is actually also "simpleXML signature" that treats the XML as a blob. 
DavidC: use of TLS is indeed not at the application level, but at least you know the message is authentic, although you cannot do relaying.  If there is no use case for relying or propagation of authorisation decisions, the group proposes to stick with TLS/SSL. (note that this is not the case for attribute assertions which might be relayed, therefore XML signatures will be needed for this)
· Conflation of validation and rendering of an AuthZ decision?
Rejected, as per the explanation. The credentials are transferred to the context handler in a 'credential' subject attribute, so it's identifiable (and already specified). Both architectures are then very viable.
· On deployment:
This comment implied that the services are in un-trusted domains, but that need not be the case. All components may well be run inside the same domain where all components are implicitly trusted. 
Milan: we don't share username/password, but the concern here might have been that we are sharing 'credentials', whereas (as talked about here) it is an authorization assertion. 
DavidC: the 'credential' is NOT the secret thing, just a signed assertion. This was defined in the AuthZ Func. document (v0.6, the GFD-I doc), but here this definition is not too visible.
Mingchao: but a SAML assertion need not be signed (unlike X509). Oops. 
DavidC: so how do you know it's authentic?
Mingchao: in a trusted environment, it can then be attacked via a man-in-the-middle attack.

In Shib1 SAML was unsigned. In Shib2, in bearer-credential mode, they ought to have been signed, but if misconfigured they can be sent along unsigned and the user can manipulate them during the redirect. 

For the CVS protocol doc: mandate that the credential pull from the CIS by the user MUST be signed (only in case of a third-party pull, like in Shib1, it may be unsigned)

 

On the definitions: copy them into the other documents where needed.

 

· On Status messages:
The XACML spec text might suggest that the status is only defined for Indeterminate (and NOT for permit/deny). But in a few specific cases (like "it's OK abstract-policy wise, but I've run out of job slots/uids/etc) it may be useful to send a status even with a Deny, if there is no exposure of security holes. Milan said this should not be a  Deny but be Indeterminate, in the same way as if a server was down.
Anyway: push this to a new WG that discusses semantics, attributes, obligations &c.

DavidC: in X500, there was access control on the error diagnostics itself …

DavidC: 'break the glass' system (analogous to emergency access to a resource, with obligation to do X) is one way of allowing Deny to be overruled by an authorized user.
 

Also the EGEE docs (neither the SAML binding nor the XACML attribute/obligation doc) has not any status messages, so the WG cannot 'reuse' existing work here… too bad.

 

· On the community consensus
OGF is the community… and the WG has continuously actively asked for their input, including doc editor ship.

 

· On harmonisation:
The WG welcomes this harmonisation
DavidG: may be in a new dedicated WG on just this thing.

First wait for reaction of EGEE to the WG's response to EGEE's comments.

Plans:

· We harmonize XAMLC doc for those elements that are within the scope of the WG, so that it is interoperable for all elements except the 'retrieve policy' bit, which is not applicable to the scope of the WG, and does not seriously impede use of the protocol anyway.
· If the changes to the protocol are substantive, or breaks current interop with Valerio's system, it may have to go back through another PC period.
WS-Trust to CVS doc

· Pass meta-information consistently in all modes
· Make sure it's done the same way in all documents
· Accepted, and align XACML with WS-Trust spec.
On NotBefore and NotOnOrAfter

The definition of the 'context of its profile of use' was liberally interpreter to give a requirement to the CVS to define its maximum validity period. 

DavidC: e.g. the PEP validated the proxy chain before it does any request to the CVS.

Milan: why not send the proxy cert again to transfer the time limit information?

DavidC: then you're doing the same job twice (inefficient). 

Other way of going: let the PEP do the intersection of all time periods when evaluating the decision, in which case you don't need to send them across in the first place. 

SAML is embedded in WS-Trust, which defines what to return.

SAML does not have a way in the standard in the request to ask for an assertion that is valid for a specific or maximum amount of time. 

SAML core should only be used for 'simple' use cases. But then, also XACML does not have a way of requesting this either.

 

In general: be very strict in interpreting the standard, and don't infer meaning, or you're in for trouble!

 

DavidC: proposal: leave out the time period, and sweep issue under the carpet.

so now: wait for any answer to come back with its own validity period, and leave it up to the PEP to make the intersection of this with the proxy cert validity period.

 

On SubjectAttributeReferenceAdvise
In IDPList, you loose the mapping of which IdP issues what kind of attributes. 

Milan: in Shib the meta-data which is already there is a base reference to which the IdPList refers, and in that way you can find more information about the IdP.  That solves that issue…

Agreed to replace SubjectAttributeReferenceAdvise with IDPList, but this is still an extension to the SAML protocol.
Procedure

Doc has 2 weeks left to run in PC, then make a new version.

This does have quite a few editorial changes, and two technical changes that we just agreed on. 

Decide later what the next step will be (go through to GFSG last call or back to PC). Depends on the final comments and the reaction of the original commenter (and the GFSG of course :-)

SAML to retrieve Authorization Credentials
Tom Scavo now doubts the value of the specification for the 'user-to-CIS' mode, since it assumes that the user has an X509 certificate … but in the shib world, the user does not have one. Or it’s a self-signed one. So he is looking at a revised OASIS specification, perhaps one from the Shibboleth community authored by Nate Klingenstein.
 

On the CVS to CIS third-party mode, there is no such problem. However, on that part there are a couple of trust issues: how does the issuer know that the user is actually in an active session at the time of the request, and it's not a rogue CVS requesting credentials at any time. 
DavidC: there should be a pre-established trust relationship between CVS and CIS anyway, and that can be expressed as "ImplicitTrust".  [see discussion on the mailing list]

But setting these values actually rely on trust relationship (e.g. between CVS and CIS) themselves :-)

 

Tom thought that was reasonable. WG agrees, on the understanding that a trust relationship should be there  ...

 

The meeting ended after a marathon session of more than 2 hours.
� DC subsequently checked this, and there are in fact minor differences between the XACMLv1 and V2 request/response contexts (e.g. in number of allowed arguments). Therefore we will need to indicate very clearly, as in the current document, that it is SAMLv2 protocol carrying an XACMLv2 request/response context.





