OGF21 OGSA-Authz WG Meeting Notes
Present

David Chadwick (Chair), Richard Sinnott + Mike Jones (Note takers), David Groep +  Blair Dillaway (Area Directors), and 20+ participants

The meeting started with a reminder from the chair to read the OGF conditions and sign the attendance sheet. Two attendees volunteered to take notes, for which we are extremely grateful.

Progress of Existing Specs

XACML Profile
Has already been implemented by 
· Tukra Mori (NAREGI)

· David Chadwick’s group (Kent)
And is being implemented by
· Valerio Venturi (Italy)

· Yuri Demochenko (Amsterdam)

· Globus team
David gave overview of recent changes to XACML profile that will be published shortly:
· Obligations for co-ordinated decision making in Grids; after discussions with XACML standards group, the Chronicle attribute (before, with, after) has been built into the Obligation ID URL. The upside is conformance to the OASIS standard, the downside is it results in 3 almost identical URLs for access control coordination
· Explicit accommodation of gridmap files:  PDP issues Granted with an obligation of UID and GID

Valerio Venturi raised an issue with this spec - do we want to include details of obligations, attributes and actions “buckets” etc in this profile, or have a separate document to define and list the contents of such buckets?

It was agreed that we can't expect to document all bucket contents in this doc due to the richness and variation of attributes, obligations etc. We eventually decided to leave the simple examples already in the document and propose a new document after the current protocol profiles are completed, since it will take practical experience to determine what attributes, obligations etc need to be standardised. A register might even be a better method of documenting these.
· Blair Dillaway raised the issue that he thinks this model (??Which one??)  is not scalable (Blair to clarify this point as notes are not specific enough)
· Slight updates to architecture protocol flow diagrams to make them more generic (e.g. authenticated DN plus reference -> authentic name plus optional meta information.) Attention was drawn to movement away from PEP -> CVS callout supplying a DN to the PEP and instead supplying any "Authentic Name/ID" + Meta information, the latter containing information for the CVS on how to contact the AA. This will be reflected in next release of specs. DC mentioned that a group at Toulouse university are designing and building an application independent PEP. Although PEPs are generally application specific a generic PEP might cover many applications using configuration files to adapt to each specific application. In this architecture, Authz Attributes can be supplied by the user, pulled by the PEP and/or pulled by the PDP.

BD raised a criticism that this modification to the spec was done in "private". DC explained that this is very recent discussion from last week and would be posted for discussion in the next version of the spec.  It was also noted that DC is the only one in the group who is currently driving this work with little inputs from others. We need to make this a communal effort or else the ADs may think of dropping this group as a whole. The issue of getting engagement from wider communities is a tough one and the Authz group is not the only one facing it. OMII-Europe said that they want to engage with the work in this WG, so please don't close it down!
WS Trust Profile
No update since last published one except changes to diagrams.

OMII-Europe said that they want to engage with the work in this WG, so please don't close it down!

RS (??) commented that the documents seem impenetrable for target grid developer audience.  The docs seem to be written such that only Security Developers can understand them. DC agreed that the area can be confusing, for example when we say that we can no longer use the SAML spec in GFD16 as it is insufficient, and then the new specs use SAML. But this is because SAML contains three types of statement, namely: authn, attribute and authz. It is only the authz, which is specified in GFD 16, that we cannot use. We can still use the authn and attribute statements in the new specs.

BD suggested that OGSA-AuthZ formed a WG too early and some of the requirement gathering might be more RG oriented. DC mentioned that there is a blog on gridforge for collecting use cases, but only 1 has been put there so far by users. So we are one step ahead of the current user base, but this is not necessarily a bad thing, if we have a complete set of specs ready for them to use when they perceive the need (which some are just beginning to). It was also noted that it is partly a funding issue, that until groups get research money to spend on developments in this area, they cannot put much effort in. Rachana said that Globus is now for the first time receiving requests from users for the support of XACML.  But Globus cannot identify funding to follow this up at this time. Rachana also suggested that only really mature grids e.g. OSG are starting to see deficiencies in current authN/authz and are moving to attribute based AuthZ.

New Specifications
SAML Attribute Retrieval Profile
Valerio presented SAML Protocols and Bindings Usage based on SAML 2.0 for X509 Subject co-authored by Tom Scavo from Globus. There are two usage scenarios:
  o Third Party Attribute Query (e.g. by a PEP)
  o Self Attribute Query by the user

VOMS has a prototype SAML self attribute query Web Service at alpha release which Kent are testing and UNICORE is using.

DC said that this is the third and final protocol that is required to specify the PEP/PDP/CVS -> AA interactions.  So we MUST add this document to our current deliverables. 

Valerio agreed to post it to the gridforge shortly after the meeting.

SAML VO Attribute Profile 
Aim at defining SAMLv2 attribute profile for VO attributes

· Attribute names

· According to XACML attribute profile

New Attributes needed for
· VO

· Group

· Role

· Already tested in VOMS and Chemomentum
DC said they had already defined these attributes as LDAP attributes in their PERMIS-VOMS implementation
It was agreed that this document would only be started after the current protocol profiles are finished. Any attributes that are finalised soon can be added to one of the existing tables in the existing protocol profiles.

Project Progress Reports

VOMS-PERMIS integration
Project involving Kent, Glasgow, UK National Grid Service, OMII-UK with input from VOMS group (VOMS-SAML service). Have already successfully tested GT4 VOMS-PERMIS with VOMS attributes passed as X.509 ACs in proxy certificates. Are currently integrating VOMS-SAML service into the architecture.

Authz Service
· G-PBox is an authorisation service following the XACML specification

· Developed in gLite

· Includes XACML compliant PDP

· Part of wider effort for interoperability between EGEE, OSG, Globus

· Implementations ongoing in GT, G-PBox, gJAF

Grid-Shib Project
The GridShib Project continues to implement attribute push in the GridShib SAML Tools and GridShib for GT. This work is focused on a hybrid security token that we call an X.509-bound SAML Token, that is, a SAML assertion bound to an X.509 certificate, either a short-lived end entity certificate or a proxy certificate. The resulting "X.509-bound SAML Token Profile" is a straightforward extension of the WS-Security X.509 Token Profile, and therefore an implementation of the latter (such as Globus GSI Secure Message) is automatically an implementation of the former. This approach is advantageous since it obviates the need to implement yet another GSI wire protocol (such as WS-Security SAML Token Profile). Moreover, the same token works equally well at the transport level (GSI Transport). 

Shintau
Aggregation of attributes from multiple IdPs. A generalisation of the Grid-Shib project, but with privacy protection a high priority.

Has the concept of a Linking Service (LS) which the user sets up to link his attributes from various IdPs together. The LS does not know who the user is or what his attributes are, only that some user has some attributes held by this set of IdPs. The LS is simply given a permanent identifier for the user by each of the linked IdPs. When the user contacts an SP, and is redirected to an IdP for authentication, the IdP returns the usual authentication and attribute assertions, but in addition, a Referral to the Linking Service (which contains the PID encrypted to the LS so that the SP cannot see it). The LS then locates the PID, finds the other IDPs that are linked to this one, and requests the additional attributes from there (using the other linked PIDs to identify the user). The SP finally receives a set of signed attribute assertions for the user, which are all signed by the authoritative IDPs, and which all contain the same user ID, being the random handle issued in the authentication statement of the initial IDP. Consequently in some deployment scenarios it is possible to use existing SP code without making any changes to it at all. Changes to IDP code is also minimal, it simply requires processing of an incoming referral, extracting the PID, and then issuing attribute assertions for this user but using the random handle of the attached authentication assertion. Full details of the spec and the project can be found at http://sec.cs.kent.ac.uk/shintau.
Future of the WG
Do we wrap it up or continue? If we keep it going we need folk need to contribute especially to the 3 protocol profile documents.
Should this group split and have a more RG oriented one for associated use case gathering, projects, new specs etc. to free up this WG to focus on the Protocol Specs?

Valerio/David need to send out the latest protocol specs and folk need to comment on them.
BD suggested people send comments to the email list about the direction or the WG.

