LoA RG – Seven Questions

Dear Ning, Yoshio, others

After the successful LoA-BoF session during OGF19, we should proceed with the formation process. You are an addressee since either you "volunteered" as chair (Ning and Yoshio), as a document editor, as a confirmed contributor to a document, or because you organise a related activity.
To get the Research Group off the ground, we need an agreed charter, and answers to the "7 questions" that will be the input to the OGF steering group discussion on approval of the group.
To help discussions on the charter, I've requested a mailing list to be set up by OGF, so we can reach everyone who was present (and advertise the group to all in the security area). It will be there in a couple of days, I guess.
In the mean time, we can start formulating answers to the 7 questions that describe focus of the group, commitment, and the topical borders between this group and related efforts in OGF. A list of the questions and a first draft of the answers based on my minutes of the BOF is attached.
Please have a look and improve and comment on the answers. We can put this discussion on the mailing list as soon as it's ready. 

Best regards

David Groep.
------------------------------------------------------------------------------
The Seven Questions and Answers
1. Is the scope of the proposed group sufficiently focused?
Yes. The focus is defined by the two proposed documents of the
research group:
1) "Overview of current LoA criteria and the relation to the risk analysis by relying parties in an e-Science context". 
What is it that relying parties really need to know about an identity assertion, what qualities do they require, and which attributes do they 'need to know' about an assertion provider in order to decide on trust in the assertion?
2)"gap analysis of reference definitions by current LoA standards and the requirements of grid and e-Science use cases for identity assertions".

Current LoA definitions are intended for direct validation by a service provider and are mostly based on planned government and defence uses and on client-server electronic transactions. This work will identify the gaps between these definitions and the potential use of LoA in the grid context. Specific use cases will be gathered as part of this work.
2. Are the topics that the group plans to address clear and relevant for the Grid research, development, industrial, implementation, and/or application user community?
A review of related activities (although mainly in the e-Science domain) shows a significant interest in LoA. As more diverse resources get integrated in production grid infrastructures, LoA is seen as a way of providing qualified access to these resources.
This group will clarify the gaps that separate current LoA definitions and criteria from the grid use cases, and how to address these gaps.
3. Will the formation of the group foster (consensus–based) work that would not be done otherwise?
Although many groups and forums are used to discuss LoA issues, there is no single focal point for these discussions. This group can provide that focal point. There is currently no other proposal to do this focussed work elsewhere.
4. Do the group’s activities overlap inappropriately with those of another OGF group or to a group active in another organization such as IETF or W3C?
Has the relationship, if any, to the Open Grid Services Architecture (OGSA) been determined?
The demarcation between the proposed LoA-RG and the relevant groups in OGF has been defined as such:
- The LoA-RG tackles the issues related to defining the criteria for assurance assessment, the identification of gaps between the criteria defined by other standards bodies (in particular NIST, ETSI and EU standards) and the relevant grid use cases for (identity) assertions.

- The LoA-RG will NOT pursue the conveyance of LoA assertions in authentication protocols, or the technical consumption of such assertions by software. These topics are within the remit of the OGSA-AuthN-WG (proposed)
· The LoA-RG will NOT pursue the definition of identity levels and policies, or the implementation thereof. These topics are within the remit of the grid participants, their management, regulatory bodies and coordinating groups (CAOPS-WG, IGTF, inCommon, etc).

· Other standards bodies, such as NIST and ETSI, define LoA criteria and specific LoA reference standards, but do not concern themselves with the grid-specific use cases. In particular, the impact of indirect transmission of assertions (through services or delegation) is not dealt with there.
Although the proposed LoA-RG will of course consider the OGSA use cases in the gap analysis, the work itself is orthogonal to the architecture. As the RG will not be involved in the transmission of assertions (that is deferred to the OGSA-AuthN-WG (proposed)), it does not conflict with the Architecture.
The RG will not define any standards or recommendations under this charter.
5. Are there sufficient interest and expertise in the group’s topic, with at least several people willing to expend the effort that is likely to produce significant results over time?
The BoF session was attended by 18 people, all of whom have a known interest in this topic and are likely to contribute to group discussions and critically review documents. The spread of people over different background is such that appropriate representation of the various interest groups is ensured (IGTF, TERENA, US Internet2, US Higher Education CA efforts, UK JISC, UKERNA).
Two documents have been proposed during the BoF session, and for both documents the editors and contributors have been identified.
6. Does a base of interested consumers (e.g., application developers, Grid system implementers, industry partners, end-users) appear to exist for the planned work?
The evaluation of LoA criteria is timely, and many groups such as the IGTF, and the OGSA-AuthN-WG is waiting on the results of this RG before starting work on the protocols to convey LoA. The UK JISC has funded a project to study the LoA definitions and applications, and to reach community consensus on the use of LoA in the Shibboleth infrastructure. 
The use of LoA is becoming increasingly more important as diverse resources are integrated into production infrastructures. Non-OGF workshops in the e-Science domain, such as those organised by TERENA and I2, have a strong focus on LoA and will consume the analysis of the LoA-RG (proposed). Other LoA consumers include UK JISC (the UK Joint Information Systems Committee) community, a body supporting UK higher education and research, UK NGS, UKERNA, GridSite, and some UK biomedical research communities.
7. Does the OGF have a reasonable role to play in the determination of the technology?
The use of indirect and transitive assertions is unique to the grid use cases, and has not and will not be dealt with by other bodies. The use of LoA in other e-Science use cases is being addressed also in the educational federations supported by, e.g., Internet2, GEANT2 and TERENA, but today falls short of addressing these more grid-like cases. It is will within the OGF scope to address these specific issues.
Extra piece of info: 

One of my colleagues has discovered that “The Transatlantic Secure Collaboration Programme” that appears to be focussed on aerospace and defence, has touched upon LoA issues as well - their White Paper can be found at http://tscp.org/ICIDM/BBWG/AL%20Policy%20Document%20v1.0.doc.

