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OCSP Requirements for Grids 
 
Status of This Memo 
 
This memo provides information to the Grid community on the use and applicability of using the 
Online Certificate Status Protocol (OCSP) for X.509 public-key and attribute certificates. It does 
not define any standards or technical recommendations. Distribution is unlimited. 
 
Copyright Notice 
 
Copyright © Global Grid Forum (2002).  All Rights Reserved. 
 

Abstract 
 
Grids use X.509 certificates for authentication and authorization. While certificates have built-in 
lifetimes, this is insufficient: lists of revoked certificates are required by many relying parties, and 
should be used by every relying party, in order to eliminate lost, compromised, or otherwise-
invalid certificates from use. Commercial credit and debit cards are managed in an analogous 
fashion. The Online Certificate Status Protocol (OCSP) is a protocol that can be used to provide 
this service for Grid stakeholders.  OCSP is a simple query protocol, relieving its clients of the 
burden of managing lists of revoked certificates. Since the OCSP protocol is made to be flexible 
and extensible, certificate validation services beyond reporting of contents of certificate 
revocation lists (CRLs) could be provided. The Grid presents considerable challenges for such a 
service, however. To be suitable for Grid use, OCSP services must be at least discoverable, fault 
tolerant and low latency. Grid administrators need to develop interoperability methods, “chaining” 
methods from one OCSP to another, authorized OCSP responder mechanisms for multiple CAs 
and replication techniques. 
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1. Introduction 
 
Grids use X.509 certificates for authentication and as a basis for authorization. A reliable, secure 
Grid infrastructure depends on the integrity and validity of these certificates. While X.509 
certificates have built-in lifetimes, this is not adequate to deal with every aspect of certificate life 
cycle and management. Certificates can be lost by their owners, can be “compromised”, or the 
justification for holding the certificate may no longer apply. These certificates need to be revoked 
before the certificate expiration date is reached. Distribution of certificate revocation lists (CRLs) 
supports this need. CRL distribution and maintenance in the Grid has proven difficult for practical 
reasons. The Online Certificate Status Protocol (OCSP) provides a simple query protocol for 
clients to perform revocation check lookups on certificates without the need to maintain up-to-
date sets of CRLs from a number of different certification authorities, at each and every computer 
that is part of the Grid. 
 
OCSP is a product of the IETF PKIX working group, and the current version is described in 
[RFC2560]. 
 

2. Practical Considerations 
 
While OCSP has been around as a standard for several years, support for it in open source 
software stacks is emerging only now. While the list below is in no way meant to be complete, it 
highlights issues to consider before deploying OCSP services in a Grid. 
 

• Support for OCSP out-of-the-box can be found in the Mozilla-based series of browsers, 
e.g. Netscape and FireFox. 

• OCSP is supported in Windows by way of third-party revocation provider plugins to the 
Windows CryptoAPI, which offers cryptographic operations for most Microsoft 
products (including browsers and email clients). Several such plug-ins exist in the 
commercial marketplace. 

• Generators/processors for creating and validating OCSP messages can be found in 
recent versions of OpenSSL and BouncyCastle, both commonly used crypto 
providers in the open-source market. In both cases, however, a couple of lines of 
code is necessary to enable OCSP as part of the certificate validation (registering the 
necessary callbacks). 

• Grid PKIs distribute their revocation information in several ways, usually in CRLs 
accessible via HTTP, some provide LDAP access to CRLs and/or even OCSP.  

• Due to the distributed nature of Grids, any supporting OCSP service should be fault 
tolerant, efficient, and load resilient. 

 

3. Protocol Overview 
 
In this section, we provide an overview of the OCSP protocol and its different modes of operation. 
 
In OCSP, a relying party (the client) identifies the location of an OCSP responder (the server) in 
one of two ways: 
 

1. Local configuration: a table associating issuers (distinguished name, or hash of the public 
key) with one or many URLs of OCSP responders to contact. 
 

2. Self-described: the URL(s) of the OCSP responder(s) knowing the status of a 
subscriber’s certificate is specified in the certificate itself, as an AuthorityInfoAccess 
(AIA) certificate extension. 
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We note that RFC2560 is underspecified in the case that multiple responder URLs are specified 
in an AIA extension; The relying party could query one responder at the time from the list, and 
stop after a Good or Revoked status has been returned; it could query several of the responders 
and verify that all or a majority of them reports Good; it could contact the responders in the same 
sequence as specified in the AIA extension (primary/secondary/…), or simply query one of them 
at random. 
 
The relying party sends an OCSP request message to the identified OCSP responder, normally 
carried over HTTP or HTTPS using HTTP POST1 operations. The request identifies one or 
several certificates, identified by issuer name (hashed), issuer key (hashed), certificate serial 
number, and possible AIA information. The request may be signed (mainly intended for 
authorization and billing purposes), in which case the signing certificate is attached. In addition, 
the request may also contain a nonce, a random sequence of bytes that render the request 
unique. While OCSP supports querying of multiple certificates in a single request, it is rarely used 
in practice or even supported in common off-the-shelf implementations, However, it should be 
noted that it may be a useful feature for End Entity and Proxy Certificate path validation, where 
more than one certificate status must be retrieved from the same OCSP responder. 
 
The OCSP responder in turn provides a signed response that contains the timestamp of the 
signature and current status of the certificate(s) identified in the request. Any nonce is copied ad 
verbatim to the request. The responder typically also includes its signing certificate, and 
certification path. 
 
The possible certificate status codes returned by the OCSP responder are Good, Revoked, and 
Unknown. The precise semantics of these status codes are important: Good indicates that as far 
as the responder can tell, the certificate is not revoked or suspended. The Unknown state 
indicates that the responder is unable to answer the request for some reason: it might not know of 
the CA that issued the certificate, a local copy of the revocation information database is not up-to-
date, and so on.  
 
In case of an error, OCSP defines a set of common error codes, which are sent back to the 
relying party non-signed. 
 
The OCSP RFC specifies three cases for when a relying party may accept an OCSP response: 
 

1. The response is signed by the CA that issued the subscriber certificate(s). This is 
specified by the RFC, but is rarely used in practice. 
 

2. The response is signed by an Authorized responder, with a direct delegated authority 
from the CA. This delegation of authority is identified by inclusion of OCSPSigning in 
the extendedKeyUsage extension of the responder’s signing certificate. 
 

3. The response is signed by a Trusted responder, i.e. a responder explicitly trusted by the 
relying party through local configuration. Relying parties must know about potential 
Trusted responders ahead of time. 

 
While use of Authorized responders above is the most scalable and maintainable configuration, it 
creates a circular dependency problem in that relying parties may wish to know whether the 
responder certificate has been revoked or not before accepting the signature of the OCSP 
response2. To address this and other similar problems, a certificate can be marked with the ocsp-
nocheck extension, indicating to relying parties to not attempt to verify the revocation status of the 
certificate (at least not using OCSP). 
                                                        
1 HTTP GET is supported as well but not as common and only suitable for trivial use of OCSP 
due to the message size limitation. 
2 Or, in the case of OCSP over HTTPS, the client wants to validate the TLS certificate of the 
server hosting the OCSP responder, and whose revocation status can only be obtained by 
connecting to the OCSP responder using TLS… 
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The ocsp-nocheck extension is typically combined with relatively short-lived certificates and close 
supervision of the issuer. It can also be used to mitigate anticipated load problems: for instance, 
the TLS certificate of a central server may be equipped with the ocsp-nocheck extension (and 
necessary operational security improvements to mitigate the risks associated with that) to 
eliminate OCSP queries otherwise triggered by all clients connecting to that server. 
 

4. OCSP Client Requirements 
 
For OCSP to be used in wide-area, multi-organizational Grid environments, support for it must be 
integrated in any path validation software used. 
 
4.1 Network Requirements 
 
OCSP clients MUST be able to send OCSP requests over HTTP or HTTPS. This may affect the 
network and firewall policies of a site. 
 
4.2 Revocation Source Requirements 
 
In some scenarios, CRLs provide better a better means of processing revocation than OCSP; for 
instance, in the case of a server validating many different client certificates, it is beneficiary from a 
performance point of view to have all revocation information cached locally. In other scenarios, 
CRLs may be used as a backup source of revocation information in case the OCSP service fails, 
e. g. due to temporary network outage. In case of an OCSP rollout, any and all CAs will not be 
able to provide an OCSP service overnight, but rather the most likely scenario is that relying 
parties will see a gradual transition from CRL to OCSP as the primary source of revocation 
information. 
 
In light of the issues listed above, clients MUST be capable of handling both CRLs and OCSP, 
and it MUST be a configurable option which source of revocation to prefer and which to use as a 
backup on a per-issuer basis. 
 
4.3 Caching OCSP Responses 
 
It is often the case that an application interacts with some other system component on a frequent 
basis. Instead of each interaction triggering a new OCSP request, causing unnecessary load and 
system latency, caching of responses SHOULD be allowed and be supported by the client 
software. We note that while OCSP responses reporting a permanently revoked certificate status3 
can be cached indefinitely, it MUST be possible to configure the maximum size and 
lifetime/freshness of the entries in an OCSP response cache; this is specially important when 
dealing with suspended certificates. 
 
4.4 Responder Discovery 
 
At a minimum, the OCSP client MUST be able to locate the OCSP responder using the methods 
specified in Section 3. Local configuration has precedence over any service locator information 
located in the certificate’s AIA extension. A default responder for “all other” issuers SHOULD be 
configurable as well. 
 
To allow for high-availability and load balancing, it SHOULD be possible to associate each issuer 
name with more than one responder URL. When the OCSP client is provided with more than one 
responder URL, it SHOULD try querying one responder at a time, picked by random from the list 
until a Good or Revoked status is retrieved, or until the list of available responders is depleted. 
 
                                                        
3 The OCSP Revoked status does not necessarily mean a permanently revoked certificate. It may 
also be on hold (suspended). 
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4.5 Nonce 
 
Large-scale OCSP responder implementations, such as the ones deployed by VeriSign, 
continuously pre-produce OCSP responses in the background, for maximum throughput. 
Pre-produced OCSP responses cannot be used to service nonced requests. Therefore, for 
efficiency reasons, OCSP clients MAY decide not to make use of nonce in the requests.  
However, this decision should balance efficiency, availability of dynamic information and replay 
attacks prevention. 
 
(Nonce is useful to ensure up-to-date, unique responses from the OCSP responder, necessary in 
deployments with strong audit requirements, such as financial markets. For the general Grid 
community, we consider the use of nonce a bit of an overkill.) 
 
4.6 AuthorityInfoAccess Extension 
 
OCSP clients SHOULD include any information about an Authorized responder location (as 
indicated by OCSP service locator URLs in the AIA extension of the subscriber certificate) in its 
OCSP request – also in the case that the request is sent to a Trusted responder. 
 
4.7 Error Handling, the Unknown Status Code 
 
It MUST be configurable how the OCSP clients handle errors and the Unknown status code: in 
most cases, such a failure means “try somewhere else” or “try later”, indicating to the client to 
probe other possible candidate sources (including other OCSP responders) for revocation 
information, possibly a bit later in time. In case the resulting status after an exhausted search is 
still an error or status Unknown, the client SHOULD interpret that as Revoked with 
revocationReason certificateHold (that is, a non-definite revocation state), unless otherwise 
configured. 
 
The relying party performs additional checks before accepting an OCSP response: these include 
validating the freshness of the OCSP response (checking that OCSP response’s producedAt 
timestamp is within the allowed lifetime – this is especially important in the case of cached or 
preproduced responses), that the responded nonce matches what was sent, and so on 
 
4.8 OCSP Request Signing. 
 
The relying party MAY choose to sign the OCSP Request, in which case performance and 
security implications must be considered. In [Section 9] we propose an OCSP policy that may 
include rules relating to OCSP Request signatures. 
 
 
 

5. OCSP Responder Requirements 
 
Our experience with OCSP servers has been with commercial products with considerable 
capabilities (and in some cases, considerable limitations).  A server based on open-source 
software such as OpenSSL or a Java implementation is being developed in tandem with this 
requirements definition, to better understand the issues at hand. 
 
5.1 Performance, Key Protection 
 
Most OCSP responder implementations easily handle up to ~100 requests per second on a 
commodity desktop workstation. Use of cryptographic hardware may accelerate that further, and 
also provide adequate protection of the signature keys. 
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The OCSP signing key is the second-most important key in a PKI (some consider it to be the 
most important), since it is used to assert the current status of an issued certificate. Moreover, by 
its very nature, OCSP responders are exposed to network connectivity, while the corresponding 
CA issuing keys often are not. 
 
While we do not require the use of hardware protection, we RECOMMEND that the security of the 
OCSP responder key be in parity with the CA issuing key. 
 
5.2 Responder Certificate 
 
An OCSP responder implementation MUST support for live updates of the signature key material. 
(Use case: short-lived certificates signed with the ocsp-nocheck extension – see Section 3). 
Authorized Responder scenarios MAY be implemented by enabling the responder to support for 
handling multiple signing certificates simultaneously, but with the same key pair: one for each 
issuer that it services revocation information for. (Use case: an Authorized responder servicing 
more than one CA.) 
 
5.3 Revocation Information Sources 
 
An OCSP responder must consider several sources and formats of revocation information. These 
include CRLs, databases, and simple files (banned users); it may also include several retrieving 
protocols (i.e. LDAP, HTTP, HTTPS, FTP,  etc.). The sources must be properly protected against 
malice use. Moreover, timely and reliable replication of the revocation information sources (e.g. 
the distribution of CRLs) is of importance as well. 
Another interesting source of information is the Delta CRL. A Delta CRL references a base CRL 
and only includes validation information (revoked, suspended or active certificates) updated after 
the release of the base CRL. 
Given the fact that CRLs may become very large pieces of information that need to be 
periodically checked by the OCSP Responder, the usage of Delta CRLs may dramatically 
improve the efficiency of the OCSP service. 
 
 
5.4 Transponder Mode 
 
While not part of the OCSP standard, it is common in real-world deployments that an OCSP 
responder act in Transponder mode, that is it will act as a proxy/gateway, and forward any client 
requests as-is to other, more authoritative, responders, and likewise transparently forward the 
response back without resigning them with its own key. Transponder mode is useful for 
organizations that want to control the outbound OCSP traffic originating from within their own 
administrative domain(s). Also, when combined with a OCSP response cache, a local responder 
in Transponder mode can be useful to cut response latencies, reduce network traffic, and 
minimize load on external responders. In addition, responder in Transponder mode can be used 
for load balancing, to route the OCSP request according to specified parameters (i.e. OCSP load, 
network traffic, availability, etc.), or as a central “redirector”, thus consolidating configuration and 
management issues. 
 
 
5.5 Proxy Certificates 
 
Use of X.509 Proxy Certificates [RFC3820] is common in Grids. While proxy certificates are 
short-lived, they are also often delegated and spread widely across the Grid. Moreover, short-
lived proxies result in the need for periodic renewal, which can become cumbersome in the case 
of long delegation chains. 
 
It has been suggested that OCSP may be used as a remedy for these problems, by providing an 
AIA extension in a delegated, longer-lived, proxy certificate, and registering with an OCSP 
responder to have it answer to the current status of a user’s delegated credentials. However, the 
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technical and operational consequences of such an approach are not yet fully understood, and 
we therefore consider this to be out of scope for this document. 
 
 
 

6. CA / Certificate Issuer Requirements 
 
6.1 End Entity Certificates 
 
The service locator (URL) of a responder SHOULD be included in all certificates issued by all 
CAs for which the responder is an Authorized responder. The service locator is encoded in an 
AuthorityInfoAccess certificate extension, as specified in [RFC2560]. Note however that the proof 
of authority is indicated by information in the responder’s signing certificate: no such conclusions 
can be drawn from the fact that a responder’s URL is encoded in a certificate. 
  
6.2 Certifying Authorized Responders 
 
A CA’s Authorized responder SHOULD be issued a certificate with the ocsp-nocheck extension 
as well as OCSPSigning in the extendedKeyUsage extension, as described in [RFC2560]. Direct 
use of the CA's private key for OCSP response signing is not recommended. 
 
6.3 Revocation Information Propagation 
 
A common source of revocation information for a responder is by periodically downloading 
revocation information possibly available in several formats (e.g. CRLs, Delta CRLs, OCSP 
responses, or even database transaction logs) and different transport protocols (HTTP, FTP, 
LDAP,  etc.). For Authorized responders in particular, minimizing the latency introduced by this 
pull model is desirable. The latency depends on a number of factors: how often the CA publishes 
a CRL, how often the OCSP responder refreshes its local revocation information cache, and so 
on. For trust evaluation purposes, the responder may want to quantify an upper bound and/or 
approximation of the current latency, and convey that to the relying party. To date, there is no 
well-defined technical means of augmenting an OCSP response with such “cautionary period” 
information, to borrow language from Appendix B in [RFC3125]. Specifying such an OCSP 
response extension is out of scope for this document.  
 
In order to reduce the delay to a minimum, it is RECOMMENDED that a CA initiate an update 
(push) of the new revocation information to all its Authorized responders, immediately after a 
change in certificate status has been recorded. This may materialize as immediate issuing of a 
new CRL, but use of Delta CRLs is RECOMMENDED to further reduce latency and expedite the 
completion of the update process. In this case, some small buffer delay should be considered, to 
avoid that batch revocations result in a flood of single-status update messages and/or CRLs 
being issued.  
 
Currently, most CAs only produce CRLs that are published on their public repositories. 
Consequently, OCSP responders need to pull periodically those (possibly large) CRLs in order to 
check if there are any updates. Such mechanism is highly inefficient, particularly when 
implementing an OCSP responder that can be connected to multiple CAs.  
In order to improve the efficiency of such pulling mechanism without touching anything inside the 
code or operations of the CA, a process can be set in charge of constantly verifying the CRL 
repository so that at any change a Delta CRL can be generated and pushed into the OCSP 
responder. The closer that this process runs to the CRL repository, the lower the overhead will 
be. In fact, the ideal would be that such a process was executed locally. 
The signature of the Delta CRL being generated by the process only requires acceptance by the 
OCSP Responder to which the Delta CRL is being pushed. 
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7. OCSP Service Architecture 

 

 

Figure 1. An overall OCSP Service Architecture 

 
 
An overall OCSP service architecture suitable for Grids is depicted in Figure 1. It consists of four 
classes of components: 
 

• Authorized OCSP responders 
• Trusted OCSP responders 
• OCSP Transponders 
• OCSP clients 

 
All of the components may appear in multiple instances and should be configurable according to 
the needs of their operators. 
 
A typical site4 configuration includes at least two (for fault tolerance) Trusted responders, 
configured to serve certificate status information for every CA accepted by the site, either by 
downloading the appropriate CRLs, or by OCSP requests to an external responder whenever 
such exists (indicated by local configuration or presence of a service locator URL in the incoming 
OCSP request, in turn copied by the OCSP client from the subscriber certificate that is currently 

                                                        
4 With “site” we mean an organization or other administrative domain. 
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being validated). In the latter case, the Trusted responders may act in transponder mode, and 
CRL information may be used as a fallback source of revocation information (as indicated by #1). 
 
As indicated by #2 in the figure, we foresee that “related CAs”, for instance subordinate CAs or 
CAs that are part of a PMA, may join efforts and set up a shared Trusted responder that serves 
requests on behalf of all of the CAs. (Note: That responder can be Authorized only if every 
member of the PMA provides the responder with an OCSP signing certificate.) To alleviate the 
need for complex configuration at each site, or allow for load balancing, an OCSP Transponder 
may act as a redirector for some CAs as indicated by #3. (Note that an OCSP Transponder does 
not resign the response.) 
 
7.1 Authorized Responders 
 
Conforming CAs make use of Authorized responders to provide a primary source of certificate 
status information. The CA is responsible for keeping the Authorized responder’s revocation 
information updated at all times, as described in 6.3. 
 
The operator of an Authorized responder SHOULD ensure high availability of the OCSP service, 
for instance by operating several responder independent instances5 or make use of fault-tolerant 
or mirrored systems. 
 
7.2 Trusted Responders and Transponders 
 
Trusted responders are usually operated by sites or at an organizational level, to provide OCSP 
service to local OCSP clients, thus centralizing the complexity of the OCSP/CRL configuration, 
and minimizing the need for / providing means to control outgoing network connectivity. 
 
Trusted responders SHOULD enable caching of OCSP responses, to reduce the load on the 
Authorized responders (and themselves). 
 
Trusted responders MAY operate in transponder mode, as described in Section 5.4. However, 
this requires that the OCSP clients are configured to trust the responders whose OCSP 
responses are forwarded to the client. (Rule of thumb: only act as transponder when contacting 
an Authorized responder.) 
 
7.3 OCSP Clients 
 
It is RECOMMENDED that OCSP clients are configured to use the local Trusted responder(s) as 
the primary source of certificate status information. In case the Trusted responders are 
unavailable, an external responder may be requested directly, or a CRL may be obtained and 
consulted, unless such actions would conflict with local site policy (outbound network 
connectivity). OCSP Clients SHOULD NOT make use of nonce in their requests. 
 

8. Security Considerations 
 
Security considerations and OCSP threat model can be found in [RFC2560]. 
 
The use of OCSP must not degrade any current level of security enforced by way of operations 
and policy. Rather, it is meant as a complement to the current authentication infrastructure, 
primarily solving the deployment problem of CRL distribution. The services mentioned in this 
document will be highly relied upon, and therefore uttermost care needs to be taken before a 
wide-scale deployment is to take place. For instance, use of publicly available, well-known, and 
scrutinized source code, is recommended.  Operations guidelines for CAs, OCSP responder 
administrators, and the incident response teams, need to be carefully evaluated and (re-)written. 
                                                        
5 Note: An ideally high availability solution is also network independent, i.e. the independent 
responders should not be connected to the same network segment or network provider. 
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9. Other Considerations 
 
While OCSP as a technology has been around for several years, its existence and operational 
implications if used is not reflected in many of the current existing CA certificate practice 
statements or other operational policy documents of interest to a Grid. Special policies related to 
OCSP behavior as explained in this document may need to be written. Such policies may include 
rules for dealing with OCSP requests and responses (i.e. required signatures, required 
extensions, preferred OCSP responders, validation of OCSP response freshness, response 
caching lifetimes, etc.). 
 
Finally, service providers implementing OCSP architectures based on Grid Services features 
such as discovery and notification should also be considered, as they may bring interesting 
advantages to this field. 
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11. Glossary 
 
AIA    AuthorityInfoAccess (certificate extension) 
Authorized responder  An CA designated OCSP responder 
CA    Certification Authority 
CRL    Certificate Revocation List 
OCSP    Online Certificate Status Protocol 
PMA    Policy Management Authority 
Relying party   The “client” in an OCSP scenario 
Responder   The “server” in an OCSP scenario 
RFC    Request For Comment (IETF standards-track document) 
Trusted responder  An OCSP responder expliticy trusted by the relying party 
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