Security Considerations

A common understanding of security and an agreement on the security model is required in order for grid services to interoperate
.  While WS-Security
 architecture provides for a secure SOAP message exchange, complexity is increased when other required specifications are incorporated such as SAML and policy mechanisms of XACML
.  

ACS implementations MUST adhere to the OGSA™ Basic Security profiles which provide the security foundation.  Since there can be multiple levels of security, each ACS implementations MUST also expose one or more OGSA Security conformance claims in order to advertise them.  It is RECOMMENDED that ACS implementations adhere to the OGSA Secure Channel Security Profile.  This helps clients determine the transport and security mechanisms provided by the ACS node implementation.
Several optional and extensible mechanisms for implementing nodes are described within this specification.  The main areas of security policies and mechanisms are related to repository access control and integrity of data.

ACS permits the creator of an archive to specify an optional security policy document which is RECOMMEND to be an XACML compliant.  An extensibility element in the AAD can be used to specify the policy. 

In order to authorize or restrict access to an archive, an implementation of a ACS

node MAY provide its own implementation of a SAML compliant Policy Enforcement Point (PEP).  This would help to reduce the dependencies on external services and would allow an ACS node to accept or reject service requests to the repository.  An ACS implementation could therefore have a generous policy that grants access to all interfaces and contents or strict policy which enforces access based on the optionally provided XACML document.
ACS also supports XML Digital Signatures on archive contents to enable inquirers to validate the integrity of the data with respect to the publisher.  See section <TBD> for more information.
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<TBD> Replication Security </TDB>.  An ACS implementing node SHOULD support delegation of authority to update, delete, or modify content which came from a replication node.








� http://www.cs.virginia.edu/~humphrey/ogsa-sec-wg/OGSA-SecArch-v1-07192002.pdf


� http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0.pdf


� There are some efforts to simplify the process via the Web-Service Policy language (WSPL) specification.





