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7. Application Archive Format specification

7.4 Signature

AAD and Application Contents in an AA can be digitally-signed. It is RECOMMENDED that they be digitally-signed by means of XML-Signature. In the case, they MUST be digitally-signed in the following two steps:

1. For each Application Content which is to be digitally-signed, describe ds:DigestMethod and ds:DigestValue child elements of the corresponding aaf:Content element in AAD. The digest value MUST be calculated over the whole of each Application Content. Any canonicalization MUST NOT be performed on AAD or Application Contents in text format before digest calculation.
2. In AAD, describe ds:Signature child element in aaf:AAD (or aaf:DifferentialAAD) element which represents the enveloped signature over the AAD. Note that each Application Content above is digitally-signed indirectly via the digest information in the corresponding aaf:Content element.
For example, AAD of digitally-signed AA is as follows:

<aaf:AAD>


...


<aaf:Contents>



<aaf:Content type="aaf:DeploymentDescriptor">




<aaf:Pathname>deploy/dd.xml</aaf:Pathname>




<ds:DigestMethod 







Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>




<ds:DigestValue>MTIzNDU2Nzg...</ds:DigestValue>



</aaf:Content>



<aaf:Content type="xxx:ApplicationBinary">




<aaf:Pathname>app/foo.exe</aaf:Pathname>




<ds:DigestMethod 







Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>




<ds:DigestValue>MjM0NTY3ODk...</ds:DigestValue>



</aaf:Content>

</aaf:Contents>


<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">



<ds:SignedInfo>




<ds:CanonicalizationMethod Algorithm=




"http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>




<ds:SignatureMethod Algorithm=




"http://www.w3.org/2000/09/xmldsig#dsa-sha1"/>




<ds:Reference URI="">





<ds:Transforms>






<ds:Transform Algorithm=





"http://www.w3.org/2000/09/xmldsig#enveloped-signature"/>





</ds:Transforms>




<ds:DigestMethod Algorithm=






"http://www.w3.org/2000/09/xmldsig#sha1"/>





<ds:DigestValue>Njc4OTAxMjM...</ds:DigestValue>




</ds:Reference>



</ds:SignedInfo>



<ds:SignatureValue>NTY3ODkwMTI...</ds:SignatureValue>


</ds:Signature>
</aaf:AAD>
This specification does not specify digest, signature, canonicalization, or transform algorithms used in XML-Signature.

The signature of (differential) AA can be validated in the following two steps:

1. Validate the enveloped signature (ds:Signature element) in (differential) AAD.
2. Calculate the digest value of the Application Content in the digest method specified in ds:DigestMethod child element of the corresponding aaf:Content element. Check that the digest value coincides with that specified in ds:DigestValue child element.
Note that the process of digital-signature by means of XML-Signature described above is independent of whether AA document, in Create/Update request and GetArchive response messages, is transported in the form of a bundled archive or discrete files.
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